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Executive Summary

This report is provided to Congress by the Federal Aviation
Adm ni stration (FAA) in response to the requirenent for a
study of and report regarding allocating civil aviation
security responsibilities established by section 301 of

t he Federal Aviation Reauthorization Act of 1996

(Public Law 104-264).

The study exam nes the evolution of aviation security
responsibilities and finds that a consensus exists to
retain the current system of shared responsibilities.
The report does not recomend a transfer of air carrier
responsibilities to either airport operators or the
Federal Governnment. As a result, the report does not
contai n net hodol ogi es for such a transfer.

The study recognizes the increnmental increases in Federal

Government i nvol venment that have taken place and predicts
that such increases will continue, perhaps in the field of
avi ation security training.

The study exam nes di scussions of funding for aviation
security and considers a nunber of views. The report
contains options for aviation security funding and states
the Adm nistration's position that any FAA activities,

i ncluding security activities, be derived from charges paid
by users of the National Airspace System The report offers
no reconmendations in the absence of a consensus on the
source of funding. The FAA believes that there should be
no change to the current system of shared responsibilities
or funding at this tinme and therefore offers no |egislative
proposal s.



l. Background on the Study and Report

The Federal Aviation Reauthorization Act of 1996
(Public Law 104-264) was approved by the President on
Cctober 9, 1996. Title 111 (AVI ATI ON SECURI TY) begi ns
with the foll owm ng provision

“SEC. 301. REPORT | NCLUDI NG PROPOSED LEG SLATI ON
ON FUNDI NG FOR Al RPORT SECURI TY.

(a) I'N GENERAL. --Not |ater than 90 days
after the date of the enactnent of this Act,
the Admi nistrator of the Federal Aviation
Adm ni stration, in cooperation with other
appropriate persons, shall conduct a study
and submt to Congress a report on whether,
and if so how, to transfer certain
responsibilities of air carriers under
Federal |aw for security activities conducted
onsite at commercial service airports to airport
operators or to the Federal Governnent or to
provi de for shared responsibilities between
air carriers and airport operators or the
Federal Governnent.

(b) CONTENTS OF REPORT.--The report submtted
under this section shall--

(1) exam ne potential sources of Federal
and non-Federal revenue that may be used to fund
security activities, including providing grants
fromfunds received as fees collected under a fee

system establ i shed under subtitle C of title Il of
this Act and the anmendnents nade by that subtitle;
and

(2) provide legislative proposals, if
necessary, for acconplishing the transfer of
responsibilities referred to in subsection (a).”

In January 1997, the FAA notified the House Comrittee on
Transportation and Infrastructure and the Senate Committee
on Conmerce, Science, and Transportation that this report
woul d be del ayed pendi ng recei pt of final recomrendati ons
fromthe White House Conm ssion on Aviation Safety and
Security (Wiite House Comm ssion). Tine would be needed

to review and anal yze those reconmmendati ons and to fornul ate
i npl enmentati on plans, as appropriate.



The White House Comm ssion recommendations, as well as
those of the Aviation Security Advisory Commttee (ASAQC
Basel i ne Working Group (BW35, would provide a foundation
for the study of responsibilities for security required by
the Act. Based on the need to consider the findings of the
Comm ssion, the BW5 and the National Cvil Aviation Review
Comm ssion (NCARC) and the tine anticipated to conplete
anal ytical work, the FAA notified Congress as indicated
above that it would be unable to neet the reporting
deadl i nes specified in the aw. However, the FAA pl edged
to conplete the report as expeditiously as possible.

The required el enents of the study and report to Congress
are as foll ows:

Transfer air carrier security responsibilities to
ai rport operators;

Transfer air carrier security responsibilities to
t he Federal Governnent;

Met hodol ogy for the transfer of air carrier security
responsibilities to airport operators;

Met hodol ogy for the transfer of air carrier security
responsibilities to the Federal Governnent;

Met hodol ogy for the provision of shared security
responsibilities anong air carriers and airport
operators or the Federal Governnent;

Pot enti al sources of Federal and non-Federal revenue
to fund security activities; and, if necessary,

Legi sl ative proposals for the transfer of
responsi bilities.

The scope of this study is the security of U S. and
foreign air carriers at airports within the United States.
I nternational aviation security will be discussed only
insofar as it directly relates to the performance of
donmestic aviation security. A brief review of the
responsibilities involved and the systemin which

they are perfornmed is provided bel ow



[I.  The U.S. Aviation Transportation System

The U. S. donestic systemis a highly concentrated hub and
spoke systemthat includes 14 of the world s top 20 busi est
airports. N nety-eight percent of all U S. passengers pass
t hrough the 50 busiest hubs. Connection tines are down to
25 mnutes or |ess.

Since 1990, annual U.S. air carrier passenger enplanenents
in the donestic system have increased from424 mllion to
523 million in 1996, with 546 mllion forecast for 1997.
The U. S. large comercial aircraft fleet increased from
4,007 in 1990 to 4,916 in January 1997. Including
international traffic, systemmide U S. air carrier

enpl anenents grew from 465 mllion in 1990 to a forecast

of 600 mllion in 1997. Passengers on U S. and foreign
flag carriers flying to and fromthe United States increased
from70 mllion in 1990 to over 100 mllion anticipated in
1997. Regional and conmuter enplanenents increased from
37 mllion in 1990 to a forecast of over 62 mllion for
1997, while the aircraft fleet increased from1,819 in 1990
to 2,148 in January 1997.1

The basic regulations for aviation security apply to

165 U.S. air carriers, 164 foreign air carriers, and
several thousand cargo forwarders at 459 U S. airports
and 244 foreign airports. For exanple, in fiscal year
(FY) 1996, FAA aviation security special agents conducted
6,317 U.S. air carrier inspections both overseas and at
home, as well as 643 foreign air carrier inspections at

U S. airports. The FAA performed 870 U.S. airport

i nspections, 267 facility security inspections, and

123 foreign airport assessnents overseas while inspecting
indirect air carriers, better known as air freight
forwarders, 223 tines.

As part of overall civil aviation systemsecurity, the

FAA is also responsible for protecting nearly 10,000 FAA
facilities. O these, there are about 1,100 FAA facilities,
such as control towers at airports and air route traffic
control centers, staffed by FAA enpl oyees. The protection
of these enpl oyees, their equipnment, and the data and
comuni cations they exchange with aircraft in flight is

! Federal Aviation Administration, “FAA Aviation Forecasts: Fiscal Y ears 1997-2008,” March 1997, pp. 1-1,2,11,13.
See also White House Commission on Aviation Safety and Security, “Final Report to President Clinton,” Washington, DC,
February 12, 1997.



vital to the security and operational integrity of the
avi ati on system as a whol e.

[ll.  The Current Aviation Security System

The aviation systemwi thin the United States has been on
security alert for the past 3 years, and protective neasures
overseas have been increased and adjusted a nunber of tines
over the sanme period. Increased security neasures contained
in previously designed contingency plans have been in effect
within the United States since the spring of 1995 This is
an unprecedented situation.

The events in Asia and the Pacific in 1995, coupled with the
destruction of Pan Am Flight 103 in 1988 and the French
airline UTA Flight 772 in 1989, rem nd us that aviation
security is an international concern. Even though the
threat of terrorismwithin the United States has increased,
the threat still remains greater overseas.

On Cctober 1, 1995, the Secretary of Transportation asked
the FAA to direct airports and air carriers within the
United States to begin inplenmentation of nore stringent
nmeasures than those that had been announced by the Secretary
just 2 nonths earlier, on August 9, 1995. Many adjustnents
to measures have been made in the intervening nonths.

Stringent security nmeasures have been in place for flights
departing the United States for overseas |ocations for many
years. Although the details of the security program cannot
be revealed in a published study, it nay be stated that al
itens transported on board conmercial passenger aircraft
flying overseas have been subjected to security controls.
As the President directed in July 1996, air carriers are
performng preflight security inspections on all overseas
international flights: “every plane, every cabin, every
cargo hold, every tine.”?

During 1995 and 1996, the FAA and the O fice of the
Secretary of Transportation worked through the Nati onal
Security Council to focus Governnent attention on the need
to revise the donmestic aviation security baseline,
culmnating in the creation by the Aviation Security

Advi sory Committee (ASAC) of the Baseline Wrking G oup
(BW5) on July 17, 1996. The destruction of TWA Flight 800,

2 White House Office of the Press Secretary, “ Statement by the President at Hangar 12, JFK International Airport,”
July 25, 1996.



which followed by only a few hours the BW5 s creation,
accel erated a process al ready underway.

The President established the Wite House Conmm ssion on

July 25, 1996. A prelimnary report by the BW5 was

conpl eted and provided to the Comm ssion on August 30, 1996,
in support of the President’s call for an initial Conm ssion
report by Septenmber 9, 1996. The BWG was able to provide

i nportant data and anal yses on aviation security to the

Comm ssion fromits inception to its final report. The
final report of the Baseline Wrking Goup was published on
Decenber 12, 1996.° The Wite House Commi ssion published
its final report on February 12, 1997.°

IV. Responsibilities in the Current Aviation Security System

A. FAA Responsibilities

The mssion for the FAAin civil aviation security is

to protect the traveling public in air transportation

t hroughout the world and provide for the integrity of the
civil aviation system FAA oversees a conpl ex system
conposed of trained Governnment and private sector
personnel, properly naintained and calibrated equi pnent,
and appropriate procedures to provide nultiple |ayers of
security fromthe airport perinmeter to the aircraft.

The O fice of the FAA Associate Adm nistrator for

Civil Aviation Security devel ops and inplenents regul atory
policies, prograns, and procedures to prevent crimnal,
terrorist, and other disruptive acts against civil aviation;
protect FAA enpl oyees, facilities, and equi pnent; ensure FAA
enpl oyees' suitability to serve in positions of trust;
ensure the safe transportation of hazardous materials by
air; assist in interdicting unlawful drugs and narcotics
comng into the United States; and support national

security.

The FAA is responsible for establishing and enforcing
regul ati ons, policies, and procedures; identifying potenti al

3 BWG, “Domestic Security Baseline Final Report,” Washington, DC, December 12, 1996, pp. 78-79. This report contains
sensitive information and is not available to the public. It issubject to the provisions of 14 CFR part 191. No part of it may be
released without the express written permission of the Associate Administrator for Civil Aviation Security (ACS-1), Federal Aviation
Administration, Washington, DC 20591.

4 White House Commission on Aviation Safety and Security, “Final Report to President Clinton,” Washington, DC,
February 12, 1997, p. 27.
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threats and appropriate counterneasures; deploying Federal
Air Marshals on selected U.S. air carrier flights; and
provi di ng overall guidance to ensure the security of
passengers, crew, baggage, cargo, and aircraft. FAA
personnel nonitor and inspect air carrier and airport
security, taking conpliance and enforcenent measures,

such as finding violations and assessing civil penalties
when necessary to maintain discipline in the system

The FAA also has a responsibility to protect its own assets,
t hereby contributing to the maintenance of the safety and
security of the commercial aviation system FAA facility
and National A rspace System security issues support the
ability of the FAA to acconplish its mssion. These latter
security responsibilities are anong those addressed by the
President’s Comm ssion on Critical Infrastructure

Prot ecti on, which was established in July 1996,°

and published its final report in October 1997.°

In addition, the FAA nust ensure that designated personnel
at air route traffic control centers, term nal radar
approach control facilities, and other staffed facilities
are properly trained and equipped in matters related to
security and that they neet the standards of integrity
necessary for themto performtheir security duties in
support of the National Airspace System Security is
taken into account during the design and refurbishnment of
FAA facilities. The FAA strives to provide for effective
air traffic control voice and data comruni cations security,
and ensure effective navigation systemsecurity, including
that of the d obal Positioning System

The Ofice of the Associate Adm nistrator for G vil Aviation
Security maintains close ties to its customers: private
sector air carriers; State and | ocal governnents and airport
authorities; facility and air traffic control elenents of
FAA;, and the traveling public. The current organizational
structure is the result of exhaustive review and anal ysis by
many entities since 1989. Mny functions are codified in
law. In addition to policy, intelligence, and operations
functions, the organi zation’s work includes aviation
security training at the FAA s M ke Mnroney Aeronauti cal
Center, Oklahoma City, and the responsibility for guiding
the aviation security research and devel opnent program
conducted at the FAA's WIlliam J. Hughes Technical Center,
Atlantic CGity.

5 Executive Order 13010 of July 15, 1996, Critical Infrastructure Protection, 61 Fed. Reg. 37347 (1996).

5 The Report of the President’s Commission on Critical Infrastructure Protection, “Critical Foundations: Protecting America's
Infrastructures,” Washington, DC, October 13, 1997.
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The O fice of Intelligence and Security in the Ofice of
the Secretary of Transportation coordi nates security and
intelligence within the Departnent of Transportation.’
Consul tation and coordinati on between the Associ ate

Adm nistrator for Cvil Aviation Security and the Director
of the Ofice of Intelligence and Security is close and
continuous.® Cooperation anong nodal security el ements
has been encouraged and i nproved by the formation of a
Department of Transportation Security Wrking G oup under
the | eadership of the Director of the Ofice of Intelligence
and Security.

The FAA's Ofice of Gvil Aviation Security Intelligence
provides intelligence analysis of the threat to civil

avi ation as the basis for determning the application of

avi ation security neasures. This is acconplished by
synthesi zing intelligence and threat information into
products such as security directives, information circul ars,
and threat assessnments. These products are needed by the
operations and planning offices for ruling on carrier
anendnents to approved security prograns, determ nations of
foreign airport security effectiveness, and support in
changi ng regul ations. The highest |evel of security is
applied in specific situations when there is credible and
specific threat information. The FAA, in consultation with
the aviation industry, has devel oped conti ngency pl ans that
make it possible to inplenent only those security neasures
applicable to specific threat situations.

The O fice of Civil Aviation Security Intelligence receives
and anal yzes all information regarding potential or direct
threats to civil aviation. The information can be ori gi nal
or fromother centers of analysis, classified and open
source. It cones fromagencies of the U S. intelligence
and | aw enforcenment communities, foreign governnent
authorities, and private sector elenents. To keep

abreast of rapidly changing threat situations worldw de
and to determne their relevance to civil aviation,

FAA intelligence anal ysts stay in contact with their
counterparts in other agencies and wth FAA special agents
in field offices. Decisions to inpose additional security
measures result from coordi nated effort anong operations,
policy, and intelligence specialists, US. and foreign

7 Section 101 of the Aviation Security Improvement Act of 1990, Public Law 101-604, November 16, 1990.

8 1d., section 103.
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air carriers, and airport operators.

Avi ation security threat information and additional security
requi renents are dissemnated to U.S. airlines and airports
by official FAA communications called "information
circulars” and “security directives," respectively,

under section 108.18 of the Federal Aviation Regul ations
(14 CFR 8108.18), as well as other witten and oral

communi cations. The Departnent of State, pertinent

U. S. Enbassies, foreign government security officials,

and others may al so receive these comuni cations. FAA
information is passed to airline crews by their conpanies.
|f a specific and credi ble threat cannot be thwarted and
security measures cannot counter it, either the specific
flight(s) will be canceled or public notification wll be
made by both the Departnment of Transportation (DOT) and the
Department of State for international flights, or by DOT for
donestic flights.

Finally, to review FAA s responsibilities in custoner
service terns, the services |isted on the next page are
t hose provided by the FAA to industry in the field of
avi ation security.
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TABLE |

The FAA's Responsibilities for Aviation Security

Establ i sh and enforce aviation security and hazardous naterials
regul ati ons, policies, and procedures;

Approve security progranms and anendnents to those prograns;
Identify threats and appropriate counterneasures;

Provi de gui dance and assistance to ensure the safety and security of
passengers, crew, baggage, cargo, and aircraft, particularly during
times of increased threat;

Chair the Aviation Security Advisory Committee, an advisory body
whose nmenbership is drawn fromthe aviation industry, consuner
advocacy and citizen's groups, unions, and U S. Governnent agencies;

Determ ne requirements, conduct aviation security research and
devel opnent, and provi de assistance to equi pment nmanufacturers;

Test, evaluate, and approve security equi pment and certify expl osives
det ecti on systens;

Provi de fundi ng and support for the canine expl osives detection
pr ogr am

Provi de aviation security technical assistance, advice, education,
and trai ning;

Conduct foreign airport security assessnments and nake recomendati ons
to foreign authorities for inprovenents;

Depl oy Federal air nmarshals on selected U.S. air carrier flights; and

Represent U.S. aviation security interests abroad, including those of
i ndustry, in negotiations and discussions with foreign governnents,
air carriers, airport authorities, and international organizations.
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These services enhance the overall security posture of
U.S. air carriers through deterrence and many ot her
ancillary benefits not directly related to terrorism
prevention or Federal regul ations.

B. Air Carrier and Airport Responsibilities

Air carriers bear the primary responsibility for applying
security measures to passengers, service and flight crews,
baggage, and cargo. Airports, run by State or |ocal
government authorities, are responsible for maintaining a
secure ground environnent and for providing | aw enforcenent
support for inplenmentation of airline and airport security
nmeasur es.

There are about 100 entities conducting screening at
airports in the United States. These include units
conducting screening at small airports, air carriers that
conduct their own screening, and the |arge screening
conpani es.® Five of the |argest screening conpanies enpl oy
approximately 64 percent of the estinmated 18,000 screeners
nati onw de. At |east 16 different conpanies, includin

2 air carriers, conduct screening at the 19 Category X°

ai rports.

The baseline security required of air carriers and

U S. airport operators represents an effort to match the

| evel of security with FAA s best estimte of the |evel of
threat. The goal is to allocate industry and gover nnent
resources efficiently to protect the critical entity,
commercial air carrier operations. The Aviation Security
Conti ngency Plan allows the FAA and the aviation industry to
respond pronptly to security energencies, focusing on those
measures that effectively counter threats while taking into
account local conditions. Any change in the prevailing
threat nust be addressed by an adjustnent to the baseline.

9 An Advance Notice of Proposed Rulemaking (ANPRM) on Certification of Screening Companies was published in the “ Federal
Register” at 62 Fed. Reg. 12724 (1997) on March 17, 1997; the comment period closed on May 1, 1997. Comments were received
and analyzed, adraft NPRM prepared, and concurrence scheduled for February 20, 1998. The critical element in this processis
having areliable and consistent way to measure actual screening performance. It was decided to add more specific screening
improvements to the rule based on data gathered by threat image projection (TIP) systems. On March 4, the FAA decided to
withdraw the ANPRM, and a notice to that effect was published on May 13, 1998. Specia evaluations by field agents are being
conducted to validate data gathered by TIP. Resultsin 1998 were promising; the NPRM should be published in 1999.

10 Category X airports are generally among the busiest and most complex of all U.S. airports. Category | airports are also among the
busiest airports, followed by progressively smaller airportsin Categories|l, |11, and IV. The precise definitions of each category and
the identification and location of airports within each category are sensitive information subject to the provisions of 14 CFR §191.1

e seq.
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V. Discussion of Responsibilities and Costs in the Current
Aviation Security System: An Examination of the Mandate

When hijacking was an all too frequent occurrence in
the late 1960's and 1970-71, air carriers voluntarily
cooperated with the Federal Governnent on neasures to
counter the threat, but not w thout sonme concern. One
hi story describes the situation at the tinme as foll ows:

“The airlines as a group had consistently argued
that conbatting hijacking and airport security
were |largely Federal responsibilities. They had

t herefore fought for Federal operation and paynment
for anti-hijacking progranms. The airlines were
especi al |y unhappy about the prospect of their
enpl oyees physically searchi ng passengers or
engagi ng in any other activities nornmally
assigned to | aw enforcenent officials. Mst were,
therefore, pleased with the infusion of Federal
agents under the sky marshal program \Wen it
becanme clear that security systenms woul d have to
be extended to virtually all of their boarding
areas, the airlines began an intensive | obbying
canpai gn for an expansion of the existing Feder al
security force to handl e the operation.”

For 25 years, the executive branch of the Federal Governnent
has mai ntai ned that providing security is a cost of doing
busi ness, which should be borne by the air carriers and
airports just as they bear the cost of ensuring safe
operations. The nost authoritative statenment of this
position was recorded during the hearings in February and
March 1973, which led to anendnents to the Federal Aviation
Act of 1958, now codified in title 49, United States Code.
These anmendnments were contained in two related titles of
Public Law 93-366: title |I--the Antihijacking Act of 1974,
and title I'l--the Air Transportation Security Act of 1974.

In those hearings, the views of a high-ranking
Transportation Departnent official clearly indicated
that the users of civil aviation should bear its costs,
and those costs explicitly included those derived from
the application of security neasures. '?

1 Kent, Richard J., Jr., “ Safe, Separated and Soaring: A History of Federal Civil Aviation Policy 1961-1972," U.S. Department of
Transportation, Federal Aviation Administration, 1980, pp. 349-50.

12 « Anti-Hijacking Act of 1973": Hearings on H.R. 3858, H.R. 670, H.R. 3953, and H.R. 4287 (and all identical or similar hills)
before the Subcommittee on Transportation and Aeronautics, House Committee on Interstate and Foreign Commerce, 93rd Cong. 222
(2973) (statement of Hon. Egil Krogh, Jr., Under Secretary, Department of Transportation), February 27, 1973. See also Kent,

supra note 11.
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A. Aviation Security, National Security, and Terrorism

In 1986, a new aspect energed in the executive branch’s
views on the cost of dealing with terrorism In the 1986
report of his task force on terrorism then Vice President
CGeorge Bush asserted that the United States views terrorism
as a threat to the national security.'® A logical evolution
of this view may lead to the conclusion that the Federal
Gover nment shoul d be responsible for the costs of conbating
terrorism just as it pays for the cost of providing for the
common defense of the Nation.

In the late 1980's, a former Adm nistration official
extended this view further, including “freedomof the air,”
meani ng the mai ntenance of civil aviation security, as a
vital national interest.*

Several years |ater, Senator Lautenberg, who had been a
menber of the post-Pan Am Flight 103 President’s Conm ssion
on Aviation Security and Terrorism expressed simlar views
in his opening statenent at a hearing of the Senate
Comrerce, Science, and Transportation Conmttee on

August 1, 1996:

“Congress, our Nation’s airlines, and our
airports have been unwilling to nake the

i nvestments necessary to protect the public.
Terrorismis an act of war against an entire
nation, with civilians on the tragic front |ines,
and we have got to confront it with the sanme
comm tnment and fervor that we nust reserve for
other threats to our national security.”?®®

Anbassador Morris Busby, fornmer U S. Coordinator for
Counterterrorismat the Departnent of State, agreed
during testinony at the sanme hearing, saying:

“...the idea that aviation security is a national
security issue has received a | ot of support
around this roomtoday, and | am absol utely

13 Bush, George, “ Public Report of the Vice President’s Task Force on Combatting Terrorism,” Washington, DC, February 1986,
p.7.

14 “The Bomhing of Pan Am Flight 103: A Critical Look at American Aviation Security”: Hearings before the Subcommittee on
Government Activities and Transportation of the House Committee on Government Operations, 101st Cong. 34 (1989) (statement of
Mr. Noel Koch, President, International Security Management, Inc.).

15 «Aviation Security”: Hearings before the Senate Committee on Commerce, Science, and Transportation, 104th Cong. 13 (1996)
(statement of Senator Lautenberg).
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100 percent in support of that.”?®

President dinton and nenbers of his Adm nistration have
recently nade statenents of policy indicating that the
security of civil aviation should be treated as a matter
of national security. |In a speech at George Washi ngton
University on August 5, 1996, President Cinton stated:

“We cannot reduce the threats to our people

wi t hout reducing threats to the world beyond our
borders. That's why the fight against terrorism
must be both a national priority and a nati onal
security priority. W have pursued a concerted
national and international strategy agai nst
terrorismon three fronts: First, beyond our
borders, by working nore closely than ever with
our friends and allies; second, here at hone,

by giving |aw enforcenent the nost powerful
counterterrorismtools available; and, third, in
our airports and airplanes by increasing aviation
security.”

On Septenber 9, 1996, when receiving the initial report of
the White House Comm ssion on Aviation Safety and Security
fromVice President Gore, the President reiterated this

t heme by sayi ng:

“We know we can't nake the world risk-free, but
we can reduce the risks we face and we have to
take the fight to the terrorists. |If we have the
will, we can find the neans. W have to continue
to fight terrorismon every front by pursuing our
three-part strategy: First, by rallying a world
coalition with zero tolerance for terrorism
second, by giving | aw enforcenent the strong
counterterrorismtools they need; and, third,

by inproving security in our airports and on

our airplanes.”?8

The White House Conmi ssion, in recommendation 3.1 of its
final report, stated:

“The federal governnent should consider aviation
security as a national security issue, and provide

16 1d., p.86 (statement of Morris D. Busby, President, BGI Inc.).

17 White House Press Release, “Remarks by the President on American Security in a Changing World,” at
George Washington University, Washington, DC, August 5, 1996.

18 White House Press Release, “Remarks by the President during White House Commission on Aviation Safety
Announcement,” the Oval Office at the White House, September 9, 1996.
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substantial funding for capital inprovenents. The
Conmi ssion believes that terrorist attacks on
civil aviation are directed at the United States,
and that there should be an ongoi ng federal
commtnent to reducing the threats that they
pose. " 1

In section 314 of the Federal Aviation Reauthorization Act
of 1996 (Public Law 104-264), the Senate appears to endorse
t hese views, stating the “Sense of the Senate Regarding
Acts of International Terrorism” After finding that
“...there has been an increase in attenpts by crim nal
terrorists to nurder airline passengers through the
destruction of civilian airliners and the deliberate fear
and death inflicted through bonbings of buildings and the
ki dnappi ng of tourists and Anericans residing abroad,”
section 314 states:

“I't is the sense of the Senate that if evidence
establ i shes beyond a cl ear and reasonabl e doubt
that any act of hostility towards any United
States citizen was an act of international

terrori smsponsored, organized, condoned, or
directed by any nation, a state of war should be
considered to exist or to have existed between the
United States and that nation, beginning as of the
monent that the act of aggression occurs.”?

Again, the President’s words are reflected in the
Wi te House publication, A National Security Strategy
for a New Century:

“We further seek to uncover, reduce or elimnate
foreign terrorist capabilities in our country;
elimnate terrorist sanctuaries; counter

stat e-supported terrori smand subversion of

noder ate regi mes through conprehensi ve program of
di pl omatic, economic and intelligence activities;
i nprove aviation security worldw de and at

U.S. airports; ensure better security for al

U.S. transportation systens; and inprove
protection for our personnel assigned overseas.”?

1% White House Commission, “Final Report to President Clinton,” Washington, DC,
February 12, 1997, p. 27.

2 gection 314 of the Federal Aviation Reauthorization Act of 1996, Public Law 104-264, October 9, 1996.

2l The White House, “A National Security Strategy for aNew Century,” May 1997, p.10.
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B. Aviation Security and Other Criminal Acts

G ven that aviation security nmeasures are designed to
prevent acts of terrorismand thereby enhance nati onal
security, the Federal Government inplicitly accepts

i ncreased responsibility for inproving aviation security.
Nevertheless, it is inportant to renenber when di scussing
who shoul d be responsible for security, that crimnal acts
against civil aviation are not commtted exclusively by
terrorists. Mst crinmes against civil aviation have been
commtted by nmentally deranged persons, or fugitives and
woul d- be refugees who resorted to hijacking only as a neans
of transportation with no clear intention of harm ng the
aircraft or its occupants. Ohers are nore deadly.

In 1955, a United Airlines aircraft disintegrated in
flight 11 m nutes after takeoff near Longnont, Col orado.

A dynamte bonb detonated in a baggage conpartnent,
Killing 39 passengers and 5 crew. One J. G aham was
arrested, tried, and executed for the crine, for which

the notive was insurance fraud.? Another incident of
sabot age over Bolivia, North Carolina, in early 1960 killed
34 passengers and crew and was al so related to insurance
fraud. A ceiling on the anmount of airline trip insurance
passengers can purchase was i nposed, and baggage screening
was i nproved. Donestic airline sabotage declined until
there were no fatal incidents in the 1970’ s. 2

Air carriers also nmust counter other crinmes unrelated to
terrorism such as theft and fraud.® Air carriers’
security interests are inherently broader than the
prevention of terrorism and their security prograns deal
with nore than is required by Federal Aviation Regulations.

2 President’s Commission on Aviation Security and Terrorism, “Report to the President,” Washington, DC, May 15, 1990, p.160.

2 Rochester, Stuart |., “Takeoff at Mid-century: Federal Civil Aviation Policy in the Eisenhower Y ears 1953-1961,"
U.S. Department of Transportation, Federal Aviation Administration, Washington DC, 1976, pp. 262-3 & 275.

% President’s Commission on Aviation Security and Terrorism, supra note 22, 1990, p. 46.
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VI. The Transfer of Air Carrier Security Responsibilities to
Airport Operators

A. Early Discussions, Debates, and Directions: 1960-1990

Fromthe first inplenentation of security screening, nearly
everyone agreed that the screening of passengers should be a
responsibility of the airlines. 1n 1969, Eastern Air Lines
voluntarily agreed to an FAA test of an “operational
screening systemfor boarding airline passengers” with
“weapon-detection devices” used in conjunction with “FAA' s
evol vi ng psychol ogical profile to identify and isolate

suspi cious individuals for further surveillance or

search.”?® Eastern was joined later in that year by TWA

Pan Am and Continental in “using the screening system”?°
The sharing of the costs of passenger screening was then and
has continued to be a topic of debate and di vided opi ni ons.

A solution found in 1972 was to require air carriers to
provi de screeni ng personnel and the airport operators to
provi de | aw enforcenent support. In the 93rd Congress,

1st Session, Senator Cannon, Chairman of the Aviation
Subcomm ttee of the Senate Commttee on Commerce, introduced
the “Air Transportation Security Act of 1973” as S.39, “A
Bill to anend the Federal Aviation Act of 1958 to provide a
nore effective programto prevent aircraft piracy and for

ot her purposes.”?” The Air Transportation Security Force
proposal in S.39 envisioned Federal | aw enforcenent officers
as supporting air carrier screeners, not performng the
screening functions thensel ves. They would only search
after a bag or person alarnmed a netal detection device and
then only after consent was given. Everyone participating
in the hearings seened to believe that many nore than

5,000 Federal agents would be needed to perform al

functions envisioned. The airlines supported S. 39.

Most of the argunents against a Federal force revol ved
around the phil osophy of federalism that this was a
State and | ocal police protection function. 1In his
statenent before the Aviation Subcommittee of the Senate

% Kent, Richard J., Jr., “Safe, Separated and Soaring: A History of Federal Civil Aviation Policy 1961 - 1972,” U.S. Department of
Transportation, Federal Aviation Administration, Washington, DC, 1980, p. 338. The recommendations and the test were devised by
the FAA Task Force on Deterrence of Air Piracy, created by Acting Administrator Dave Thomas on February 17, 1969.

% |d., p. 340.

27 339 wasintroduced on January 4, 1973. Senator Cannon then noted that there were more than 1,700 Federal security officers on
duty at U.S. airports.
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Commerce Conm ttee on January 10, 1973, then Secretary of
Transportation John Vol pe said:

“To require the creation of a new Federal police
force for the sole purpose of satisfying the
security needs at airports, regardless of their
size and | evel of operations is unnecessarily
costly and wasteful.... The FBI will exhaustively
investigate all air piracy incidents and
subsequently bring to justice all violators.

On the other hand, we do not feel the Federal
Government should get into the day-to-day crine
prevention business at our airports. This should
properly be managed by | ocal | aw enforcenent

of ficers.”?

None of the argunents suggested that there was a “nationa
security” aspect to aviation security. Wile there were

134 donestic hijackings between 1961 and 1972, and

7 expl osi ons aboard commercial aircraft between 1955 and
1976 in the United States, these donestic security incidents
did not contain clearly “terrorist” elenments until a

hi jacking at LaGuardia Airport in Septenber 1976. A group
called “Fighters for Free Croatia” hijacked a TWA flight
bound for Chicago. After stops in Mintreal, Quebec; Gander,
Newf oundl and; and Iceland for refueling, they dropped

| eafl ets over London and Paris, landed in Paris and
surrendered.?® Ironically, the perpetrators believed that
security screening was tight at LaGuardi a and decided to use
si mul at ed expl osi ves nmade from material snuggl ed on board
rather than traditional weapons, which probably woul d have
been di scovered. The group nmet the profile and triggered
nore than usual rigorous searching. The ruse was bol stered
by a genui ne bonb that had been planted in a New York subway
| ocker; the hijackers notified police, and the bonb expl oded
during exani nation. 3°

The 1980’ s saw a change in the nature of crimnal acts
agai nst aviation. Hijacking, seemngly the preferred form
of crimnal and terrorist activity, was joined once again

2 «Emergency Antihijacking Regulations’: Hearings before the Aviation Subcommittee of the Senate Committee on Commerce,
93rd Cong. 75 (1973) (statement of Hon. John A. Volpe, Secretary of Transportation).

2 gt. John, Peter, “Air Piracy, Airport Security, and International Terrorism,” Quorum Books, New Y ork, Westport, Connecticut,
and London, 1991, p. 31.

% Preston, Edmund, “Troubled Passage: The Federal Aviation Administration During the Nixon-Ford Term 1973-1977,"

U.S. Department of Transportation, Federal Aviation Administration, 1987, pp. 215-17. Thisincident should not be confused with
the self-service baggage locker bombing at LaGuardia Airport in New Y ork on December 29, 1975. See also: Moore, Kenneth C.,
“Airport, Aircraft, and Airline Security,” Second Edition, Butterworth-Heinemann, adivision of Reed Publishing (USA), Inc.,
Boston, London, Oxford, Singapore, Sydney, Toronto, and Wellington, 1991, pp. 28, 165, and 389.
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by the placenent of explosive devices ained at the total
destruction of aircraft, passengers, and crew. The

vast majority of crimnal and terrorist acts agai nst

civil aviation during this decade occurred overseas rather
than in the United States. The decline in hijacking may
have been due to nore effective security at airports.3 The
events of the 1980's may have stinul ated sone observers to
suggest a large role for airport operators in aviation
security. Still others disagreed.

The hearings of the House Subcommittee on Gover nnment
Activities and Transportation on Septenber 25, 1989,

all owed for the presentation of opposing views about

the security roles of air carriers and airport operators.
Speaking to Isaac Yeffet, fornmer Director of Security of
El Al Airlines, then Congresswonan Boxer sai d:

“M. Koch says in his testinony-and | am quoti ng-
"The carriers should be responsible for safety,
and they are. They do it superbly. Security is
a separate problemfar beyond their conpetence,
and it shows.’” He goes on to say that what we
need to do-and | am quoting-’' The term nal operator
ought to have at least as large, if not a |arger
responsibility for security than the carriers.

Do you agree with that?”

M. Yeffet replied:

“No. | disagree. | believe the airlines nust be
responsi ble for the security. They have to get
hel p fromthe governnent by asking them what kind
of procedures we have to follow, sonebody has to
teach the airlines howto build a security system
if they don’t know how. But it is their business
as they run their airlines to make sure that the
flight wll always remain safe and secure, and not
to think that somebody el se has to run their
security.”3

The continuation of the debate and the diversity of views
on the delineation of responsibilities for security between
air carriers and airport operators pronpted a reexam nation
of the issues by the FAA in 1991.

31 Simon, Jeffrey D., “The Terrorist Trap: America’s Experience with Terrorism,” Indiana University Press, Bloomington and
Indianapolis, 1994, pp. 349-50 and 396-99.

32 «“The Bombing of Pan Am Flight 103: A Critical Look at American Aviation Security”: Hearings before the Subcommittee on
Government Activities and Transportation of the House Committee on Government Operations, 101st Cong. 56 (1989).
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B. FAA Study on the Transfer of Security Responsibilities: 1991

An unpubl i shed FAA study eval uated three alternatives

for a shift in security responsibilities with respect

to passengers, baggage, and cargo fromthe air carriers
to airport operators to determ ne whether or not any
alternative was likely to inprove performance. The basic
framewor k and content of the study, including conclusions
reached at that tine, are presented at appendi x A w thout
substantive nodification. The options exam ned in 1991
reflect alternatives to the systemthen in place, and are
reiterated in this paper as they were witten in 1991.
Most el ements of these options remain valid today.

The study concluded that the systemin 1991 was wel |
under st ood and accepted by nost major participants.

Al t hough the system had both pros and cons, it was
fundanmental ly effective and efficient. Wile the study
saw advantages to each of the three alternatives, there
wer e al so consi derabl e di sadvantages to shifting any of the
maj or security functions fromthe air carriers to airport
operators. The study concluded that there did not appear
to be a net benefit in adopting any of the alternatives
over the systemcurrent at the tinme. Consequently, it was
recommended that the current system be continued. However,
in recognition of the need for further analysis to study
ways that the security system m ght be inproved, the study
recommended that the FAA consider running a trial at a

sel ected donestic airport to test the viability of
transferring certain security functions, particularly the
screeni ng checkpoints, fromair carriers to the airport
authority.

C. Airport Operators’ Views: 1996

In his testinony before the Wite House Comm ssion

on Aviation Safety and Security on Septenber 5, 1996,

Ri chard Marchi, Senior Vice President for Technical and
Environnmental Affairs for the Airports Counci

I nternational -North America (ACI-NA), speaking for his
organi zation and for the American Association of Airport
Executives (AAAE), presented the airport operators’ opinion
when he st at ed:

“An inportant underlying aspect of controlling
passenger flow and suspect baggage is continuity.
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The first point of contact is provided by airline
agents at the check in point. Airline agents
currently use a battery of relevant information
to determine if a passenger or their baggage
shoul d be subjected to a nore intense screening
regime. This information is provided by the
intelligence coomunity and FAA directly to the
airline security personnel, thus limting the
information to those with the quote-need to know
unquote and facilitating the di ssem nation of
information to those enpl oyees who will be
responsi bl e for inplenmenting the sel ection
process. It is at this point that a suspect
passenger and their baggage, either carry on or
checked, can be renoved fromthe standard
screeni ng process and subjected to nore intense
scrutiny. By interposing another controlling
entity -- an airport or federal enployee -- into
the mdst of the check-in process continuity is

| ost, and the suspect person and/or their baggage
woul d have the opportunity to evade security
control neasures such as a positive

passenger/ baggage match. Currently, if a
passenger is deternmined to be a risk, that
individual is escorted to the gate and remai ns
under the control of an agent until he boards the
aircraft. That passenger's checked baggage is
scrutinized and is placed aboard the aircraft only
when t he passenger boards. This system works
because a single entity -- in this case, the
airline -- is responsible for controlling al
aspects of that passenger's screening process.

| f airport or federal governnent enpl oyees were
to becone responsible for effective screening of
suspect passengers and/ or baggage, they would
mul ti ply the nunber of points in the system where
there nust be a hand-off of responsibility and, in
turn, nmultiply the nunber of opportunities for a
m scue. " *3

Finally, noving responsibilities fromair carriers to
airport authorities could present a nunber of difficulties.
An attenpt had been nmade to exenpt aviation safety and
security fromthe Unfunded Mandates Reform Act of 1995
(Public Law 104-4), but the attenpt failed.3*

3 Statement of Richard F. Marchi before the White House Commission on Aviation Safety and Security, Washington, DC,
September 5, 1996.

34 141 Cong. Rec. H509-H512 (January 23, 1995). Representatives Mineta and Oberstar strongly supported Representative Collins
amendments Nos. 69 and 70, which were defeated 169 to 256.
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A certain percentage of Airport |nprovenent Program (AlP)
grant nmoney fromthe Airport and Airway Trust Fund is

al l ocated by airport authorities for security measures.
Under current law, air carriers are ineligible for such
grant funding.® A legislative approach to this issue
could be to permt AP funds to be used by air carriers
for security purposes, a solution unlikely to be supported
by airport operators.

Again, M. Mrchi, speaking for airport operators:

“VWhile airports appreciate the provision found in
H R 3953 expandi ng Passenger Facility Charge
(PFC) and Airport Inprovenent Program (Al P)
eligibility to help pay for explosive detection
equi pnent and operational costs for activities to
enhance avi ation security, this departure from
current PFC and AIP eligibility, which restricts
these funds to capital inprovenents, should not
be undertaken lightly. The use of Trust Fund
resources for on-going and grow ng operating
expenses puts these operations at grave risk when
the inevitable Federal cost-cutting ax falls on
DOT/ FAA/ Al rport appropriations. And, while
expanded eligibility may be hel pful at the
margins, it will only have real benefit if
additional AP funds are nade avail abl e and the
federal cap on PFCs is lifted. W need to
remenber that airport security investnents are
anong the nultitude of airport capital inprovenent
prograns that we have estimated will require at

| east $10 billion a year through the year 2002.
(Source: ACI - NA/ AAAE 1996 Capital Needs Survey.)
AP funding for airports has suffered major
reductions, from$1.9 billion annually to only
$1.45 billion, currently. Congress nust address
the need to invest in our nation's airports to
provi de greater capacity, safety and security for
air travelers -- by giving airports the nmeans to
generate needed funding through the tinme-tested
and effective |ocal Passenger Facility Charge
program For snaller airports, we nmust be willing
to consi der new options for providing the
necessary investment.”3®

35 Section 308 of the Federal Aviation Reauthorization Act of 1996 (P.L. 104-264) may modify air carrier eligibility.

% Statement of Richard F. Marchi, supra note 33.
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VIl. The Transfer of Air Carrier Security Responsibilities to the
Federal Government

Few have reconmended the transfer of screening and ot her
air carrier responsibilities to the Federal Governnent. 3’
As stated in the next section on shared responsibilities,
the BWG cl early opposed the transfer of air carrier
responsibilities to the Federal Governnent for nmany of the
sanme reasons raised over 20 years ago. Since the failure
of their argunments in 1970-71 to transfer responsibility in
this manner, the air carriers have repeatedly expressed the
desire to retain screening duties and have opposed their
transfer to “governnent” personnel, primarily so that
airlines can facilitate passenger novenent and better
control custoner services.

In testinony submtted to the Senate Avi ation Subcommittee
on January 9, 1973, Paul Ignatius, Executive Vice President
of the Air Transport Association (ATA), wote:

“The airlines have consistently taken the
position that |aw enforcenent is a government
responsibility. First, the behavioral profile is
an inportant aspect of the screening process and
this nust be handl ed by airline personnel and
coordinated with the netal -detecting operations.
Secondl y, the screening process nust be carried
out as part of the boarding of passengers. The
airlines nmust be responsible for tinmely boarding
and woul d | ack the necessary control over it if

t he screening process were operated by governnent
per sonnel . ”3®

Senator Hol lings expressed a different view over
20 years later in his prepared statenent for the
avi ation security hearing of the Senate Conmerce,
Sci ence, and Transportation Commttee on August 1, 1996:

“...the public deserves the best technol ogy
operated by the best trained individuals, to
reduce the risks of a terrorist attack. Another
thing is clear-security is going to be costly.

37 One such discussion isin Nader, Ralph and Smith, Wesley J., “Collision Course: The Truth about Airline Safety,” TAB Books, a
division of McGraw-Hill, Inc., Blue Ridge Summit, Pennsylvania, 1994, pp. 230-31.

% «“Emergency Antihijacking Regulations”: Hearings before the Aviation Subcommittee of the Senate Committee on Commerce,
93rd Cong. 167 (1973) (statement of Paul Ignatius, ATA).
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The Federal Aviation Adm nistration (FAA) has
estimated that it will cost as nuch as

$2.2 billion to install up to 1,800 machi nes

at 75 airports. The FAA should be authorized to
collect a fee to pay for the machines. Today,
there are approxi mately 14, 000-18, 000 screeners,
paid an average of $10,000 to $15, 000 per year.
These screeners are one |line of defense, but a
critical one in the fight against terrorism
They need training, and they need to be paid in
accordance with their responsibilities. The
present turnover rate anong these enpl oyees is
extrenely high. Unless we change the way we
provi de security, we cannot upgrade it...l am
consi dering whet her the FAA should provide the
screeners, thereby relieving the air carriers of
this responsibility; this also will cost noney.”3°

In contrast, and al so on August 1, 1996, Senator MCai n,
speaki ng about |egislation that becane the FAA
Reaut hori zation Act (which requires this study)

during the Senate hearing, said that the bill woul d:

“...require the FAA to study whether airports
shoul d be responsi bl e-or who shoul d be
responsi bl e-for airport security functions.

We are in agreenent, and the airlines are in
agreenent, that it should not be the airlines
that are responsible for the security, especially
passenger security.”?°

In his prepared statenent, Senator MCain broadened the
mandate by saying that the | egislation would: “require FAA
to study whether airports should be responsible for nost or
all security functions....”*

Captain J. Randol ph Babbitt, president of the Air Line

Pil ots Association, before the Wiite House Conm ssion on
Septenber 5, 1996, offered yet another alternative when he
sai d:

“We believe the FAA s role in overseeing aviation
security should be reviewed by the Conmm ssion,
with a view toward nmaking certain of its

39 «Aviation Security”: Hearings before the Senate Committee on Commerce, Science, and Transportation, 104th Cong. 93 (1996)
(statement of Senator Hollings).

4 Id., p. 9. (statement of Senator McCain).

4 d., p. 10.
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responsibilities a function of the Departnent of
Justice. The establishnment of aviation security
policy and procedures by | aw enforcenent
professionals within the DQJ, working with their
own intelligence officers, would enhance the
ability of the U S. to quickly adapt security
measures to new and changing threats.”*

Captain John J. O Donnell, then president of the Air Line
Pilots Association, acconpanied at the Senate Aviation
Subconm ttee hearing on January 9, 1973, by two pilots who
had been hijacked, supported the then current division of
responsibilities, but for a different reason and with a
significant caveat:

“This commttee is well aware of the action taken
recently by the Secretary of Transportation which
makes airport authorities and the airlines
responsi bl e for passenger screening, carry-on
baggage search and the presence of |aw enforcenent
officers. W concurred in that action because
little el se was being done to devel op airport
security. However, we are greatly concerned

that the fragnmentation of responsibility wll
mean that training wll be inconsistent,

equi pnent mai nt enance wi Il becone | ax and

nmoni toring of the | aw enforcenent presence wll
be subject to the whinms of |ocal governnent and
airline budgets. The overall responsibility for
the air transportation security system should be
at a high governnental |evel in order to give
consi stency of training and conpetency to the
total system”*

A. Screening Overseas

Two significant questions are who woul d perform screening
overseas when foreign entities are incapable or their
performance is insufficient, and who woul d perform such
(soneti nmes redundant) screening in any case? The nost

| ogi cal answer would be the air carriers, as now required
by the FAA of U S. air carriers in such cases. Even if
carriers cease doing screening in the United States, they

42 gtatement of Captain J. Randolph Babhitt, president, Air Line Pilots Association, before the White House Commission,
Washington, DC, September 5, 1996.

4 “Emergency Antihijacking Regulations’: Hearings before the Aviation Subcommittee of the Senate Committee on Commerce,
93rd Cong. 187 (1973) (statement of Captain John J. O’ Donnell, president, Air Line Pilots Association).
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will nost likely continue to do redundant screening* abroad
as required by FAA regul ati ons.

Forei gn governnments are willing to let private sector
entities do redundant screening, but are |oathe to all ow
forei gn government enployees to performthe sane function

A request to foreign governnments to allow U. S. Federa

Gover nment enpl oyees to perform screeni ng overseas woul d
nost |likely be rejected as an infringenent on the national
sovereignty of the host governments. Therefore, even if the
Federal Governnment assunmed air carrier responsibilities
within the United States, air carriers would still need to
devel op and maintain expertise to perform screening services
over seas.

The only Federal assistance that m ght be agreeable to
forei gn governments woul d perhaps be nore civil aviation
security liaison officers stationed at or near each airport
to assist in the interface with foreign governnents. The
responsibility for the effective and efficient performance
of screening functions would have to remain with either the
host governnent or the air carriers.

B. Economic Considerations

The argunent agai nst Federal CGovernnent responsibility
for security screening overseas is primarily |egal or
jurisdictional in nature. The argunment against the
Federal Governnment assuming air carrier security
responsibilities at home contains sone of those sane
concerns but major econom c considerations as well.

There are approxi mately 18,000 screeners working for

over 100 entities, including air carriers and screening
conpani es. These individuals would be the m ni num nunber
hi red as Federal Governnment enpl oyees or as contract

enpl oyees if the Federal Government chose to “contract
out” security services currently provided by air carriers.

Provi sion for Federal Governnment screening personnel costs
al one could exceed a half billion dollars a year. |If costs
for training are added to those operational costs, then
conbi ned with advanced security equi pment procurenents
under the Facilities and Equi prent account and research

and devel opnent costs, the total could approach a billion
dollars a year. \Wether financed by the U S. Treasury’s

4 “Redundant screening” refersto any additional or secondary screening that may be required after a passenger passes through a
primary screening checkpoint, but prior to boarding the aircraft.
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CGeneral Fund as a national security expenditure or through
the Airport and Airway Trust Fund as a cost of doing

busi ness or traveling, that is a substantial amount of noney
that the Federal Governnent woul d have to expend to assune
air carrier screening responsibilities.®

On the other hand, a major benefit could be an increase in
t he professionalismof the security screening work force
if sufficient funds were nade avail abl e to conduct proper
training for themat centralized |locations; e.g., at the
FAA Acadeny, in Cklahoma City.

Recent FAA personnel reform neasures may allow for the
creation of a professional FAA security screening force

w th career paths, appropriate conpensation, a variety of
assignments, and a sense of service conmensurate with
their responsibilities. Another perhaps nore practical
possibility could be the creation of a quasi-governnental
wor k force independent of, although regulated by, the FAA

In this case, the FAA could still arrange for the training
of such a force. The certification of screening conpanies,
as required by section 302 of P.L. 104-264, is a simlar
approach. The FAA expects to publish a notice of proposed
rul emaki ng on this issue in 1999.

VIIl. Shared Security Responsibilities: Air Carriers and Airport
Operators or the Federal Government

Possi bl e net hodol ogies to provide for shared security
responsibilities anong air carriers and airport operators

or the Federal CGovernnent will be discussed in this section.
As has already been noted, the regulatory framework
established by the FAA to ensure efficient and effective
civil aviation security is currently based upon a system

of shared responsibilities.

The FAA is responsible for: establishing and enforcing
regul ations, policies, and procedures; identifying

45 Personnel costs are not based on the prevailing salaries paid to screeners under the current system. The assumption isthat it will
be necessary to increase screeners’ salaries and benefits to increase the quality and professionalism of the screener work force, and a
key reason for the Federal Government assuming screening responsibilities would be to ensure this change. Therefore, the personnel
cost estimate is based on the postulation of 15,000 screeners in Federal Aviation Service Grades (FG) 5/7; 3,000 screening
supervisors at FG-9/11; and 429 managers/program, policy, and support staff personnel (aratio of 1 per 7 screening supervisors)
ranging from FG-11 through FG-15, at an average grade of FG-13. Costs estimates are in 1997 dollars and are based on the
Washington, DC, locality pay schedule for 1997 General Schedule/FG employees:

$25,897 (FG-7 Step 1) x .35 benefits x 15,000 screeners = $524,414,250

$31,680 (FG-11 Step 1) x .35 benefits x 3,000 supervisors = $128,304,000

$54,629 (FG-13 Step 1) x .35 benefits x 429 managers/staff = $31,638,385

$524,414,250 + $128,304,000 + $31,638,385 = $684,356,635



31

potential threats and appropriate counterneasures;
conducting research; and providing overall guidance to
ensure the safety and security of the passengers, crew,
baggage, cargo, and aircraft. The air carriers bear the
primary responsibility for applying screening and ot her
security measures to passengers, service and flight crews,
baggage, and cargo. Airport operators are responsible for
mai ntai ning a secure ground environnment and for providing
| ocal |aw enforcenent support for the inplenentation of
airline and airport security nmeasures. The challenge of
properly allocating responsibilities anong the three groups
to ensure effective and efficient civil aviation security
has been difficult. Sone views are presented bel ow

A. President’s Commission on Aviation Security & Terrorism (1990):
Comments on Responsibilities

The 1990 President’s Conm ssion on Aviation Security and
Terrorismdid not specifically recomrend that the FAA or the
Federal Governnent assune the responsibility for passenger
and baggage screening, or other security neasures. Sone
statenents seened to endorse the existing division of
responsibilities. However, while not suggesting an actual
transfer of responsibility, the Conm ssion did recommend
changes to clarify accountability and nmade strong statenents
about the Federal role.

The Report of the President's Conm ssion stated:

“To ensure accountability, a clear line of
responsibility for security nust be established.

Since the federal governnent is ultimtely
responsi ble for the safety and security of the
traveling public, it nust provide the |eadership
and take the responsibility for security at the
airports.”4®

Thi s passage fromthe report was in the context of security
at both U S. and overseas airports. The report continued,
stating that the “Comm ssion agrees with the prem se”
expressed by an airline chairman that “Governnents of

% President’s Commission on Aviation Security and Terrorism, supra note 22, p. 59.



all nations nust accept and inplenment their direct
responsibility for security, as distinguished froma
passive, regulatory role.”?

To achieve this greater responsibility and enhance
accountability, the President’s Conm ssion reconmended the
creation at each category X airport of a “federal security
manager” who:

“shoul d have the ultimate responsibility for
security. These officials would work with the
air carriers and airport operators in designing
one security plan for each airport, based upon
the known and potential threat. This plan will
identify the role and responsibilities of the
air carriers, the airport operator, and the

| ocal |aw enforcenent participation in terns

of what each will do, howthey will do it, and
what resources will be commtted to security,
including the qualifications of the security

personnel. The federal manager nust approve this
plan. Furthernore, the federal security manager
W Il oversee air carrier and airport operators

in the inplementation of this plan. This wll
include requiring the redirection of air carrier
or airport security resources should the

f ederal manager decide..... n 48

The President’s Conmmi ssion report did not recomrend the
transfer of air carrier screening responsibilities to the
Federal Governnent. It did recormmend a nore direct, nore
active role for the Federal Governnent in directing the
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depl oynment of air carrier and airport operator resources as

they performtheir identified functions. It endorsed the
concept of a shift for the Federal Governnment from*®a
passive, regulatory role” to “direct responsibility for
security” because it was “ultimtely responsible for the
safety and security of the traveling public” and should
therefore “take the responsibility for security at the
airports.”

The 1990 Comm ssion did not, however, recomend relieving
the air carriers or the airport operators of their
responsi bilities and instead endorsed enhanced Feder al
oversi ght of their perfornance.

47 1d., p.60.
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B. ASAC Baseline Working Group Recommendation on
Responsibilities (1996)

The followng is a statenent fromthe BW5 report:

“The BWG considered a transfer of primry
responsibility for aviation security, and in
particul ar the screening of passengers and
baggage, to the airport operator or the

Federal governnment. However, the current
structure is well understood and accepted by the
parties involved. The various advantages and

di sadvant ages of a transfer of responsibility do
not offer a conpelling benefit froma shift of
responsi bility, particularly when major changes
in the donmestic security baseline are antici pat ed.
Transferring responsibility for screening
passengers and baggage to an airport or

Federal agency would also transfer liability,

di srupt the continuity of air carrier processing,
and coul d rai se Fourth Amendnment issues regarding
the legality of a security search by a governnent
entity. Governnment hiring and personnel practices
are also less flexible than those used by

i ndustry. The fundanental consideration is

that aviation security itself nust be inproved.
Merely shifting responsibility will not renedy
deficiencies in personnel, procedures, or

equi prent . " 4°

C. White House Commission on Aviation Safety and Security:
Comments on Responsibilities (1996-97)

In the conclusions of its final report, the White House
Comm ssi on made several comments that seemto support the
concept of shared responsibilities.

“The Commi ssion believes that each of its
recommendations is achievable. But, the

Comm ssion has no authority to inplenent its
recommendations. That responsibility lies with
government and industry. Many of the proposals
will require additional funding. Sonme of them
will require legislation. Each of themrequires
sustained attention. W now urge the President

4 BWG, supra note 3, pp. 78-79.



to make these recommendations his own. W urge
Congress to provide the necessary |egislation and
funding. W urge the incom ng |eadership of the
DOT and the FAA to make fulfillment of these
recommendations a cornerstone of their work. W
urge the commercial aviation industry to take up
t he techni cal and organi zational challenges....”

“There are few areas in which the public so
uniformy believes that governnment should play

a strong role as in aviation safety and security.
Aviation is an area over which the average person
can exert little control; therefore, it becones
government's responsibility to work with industry
to make sure that Anericans enjoy the highest

| evel s of safety and security when flying.
Problenms in these areas contribute to an erosion
of public faith in aviation, and in government
itself. The Comm ssion has |aid out an aggressive
agenda to hel p address those concerns, and
believes that the inplenentation of this course of
action must be the top(Priority for all those

i nvol ved in aviation.”®

Like its 1990 predecessor, the Wite House Commi ssion
of 1996-97 did not explicitly recommend the transfer
of responsibilities fromair carriers to the Federal
Government or to airport operators. It did, however,
like its predecessor, endorse a stronger role for the
Federal Governnent in aviation security:

“In the area of security, the Conm ssion believes
that the threat against civil aviation is changing
and grow ng, and that the federal governnent nust

| ead the fight against it. The Comm ssion
recommends that the federal governnment comm t
greater resources to inproving aviation security,
and work nore cooperatively with the private
sector and |l ocal authorities in carrying out
security responsibilities.”>

One element of that stronger role will be the continuing
pur chase of security equipnment for use by air carriers and
airport authorities to assist themin the performance of
their aviation security responsibilities.

0 White House Commission, supra note 4, p.53.

5 d., p4.
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D. Aviation Industry Comments on Responsibilities

The airline industry seens to agree that there is no need to
depart fromthe shared responsibilities systemin place for
so many years. |In testinony before the Wite House

Comm ssion on Septenber 5, 1996, Carol Hallett, president

of the Air Transport Association of America (ATA), stated:

“I't has been suggested by sonme that we nust
radically alter our nation's air transportation
systemin order to make it secure fromterrorism
Based upon our understanding of the threat
presented, this is not the case - the neasured
and deliberate steps to enhanced security which
we have put forward are responsive to the need.”>?

In the “Statenent of Aviation Security Principles,”
attachnment 2 to her prepared testinony, Ms. Hallett added:

“Only with regard to counterneasures, which are
depl oyed by airlines and airports at the direction
of the USGin the aviation environnent, is there a
sharing of this governmental responsibility.”?>

Wal ter Col eman, president of the Regional Airline
Associ ation (RAA), on the sane day sai d:

“The regional airline industry recognizes that we
nmust participate and contribute to the safety and
security of the traveling public in establishing
practical security procedures which will achieve
t he national objectives and also permt the
airlines to continue to provide service to the
comunities they presently serve.”>

The airport authorities al so seemto support the
continuation of the current division of responsibilities
anong airlines, airport operators, and the Federal
Government. In his testinony at the sanme neeting,

M. Marchi spoke for his organization and also for the
Ameri can Associ ation of Airport Executives (AAAE) when
he stated:

52 statement of Carol B. Hallett before the White House Commission, Washington, DC, September 5, 1996.
= d.

5 Statement of Walter S. Coleman before the White House Commission, Washington, DC, September 5, 1996.



36

“The current system can be seen as a natural and
| ogical split of responsibilities based on the
evolution of airport and air carrier duties and
obl i gations, which includes the airport acting
as property managers and the airlines acting as
transporters of people and property. Sinply
changi ng the assignnent of responsibilities for
passenger and baggage security screening wll
not inprove a flawed system rather the system
itself, and the enpl oyees who operate it should
be changed.

I ncentives to i nprove performance should al so

be offered to the pre-board screeners thensel ves.
That is not to say that other parties have no role
to play in inproving today's operations.

Currently, wages are |l ow, positions are often
part-tinme with no benefits, advancenent
opportunities are limted, and there are no
consequences related to maki ng m stakes other than
t he possible | oss of an already-| ess-than-
desirable position. The overall quality of the
appl i cant pool reflects the drawback of the
positions offered.

We recomend that all pre-board screeners be
subjected to crimnal background checks, and

enpl oynment history verifications. That the FAA
devel op a standard training curriculumto certify
screeners. FAA certified screeners would then be
invested with a val uable and transferabl e skil

and woul d be conpensated accordingly. FAA should
al so develop hiring and training criteria for
commercial entities that provide screening
personnel. It may al so be appropriate to require
certification of the conpanies, thenselves, who,
in any event, should be responsible for conducting
background investigations and shoul d be subject to
civil penalties for violation of FAA
procedures. ” °°

E. Partnership

The White House Conmm ssion on Aviation Safety and Security
recommended greater use of partnershi ps between governnent
and theaviation industry in neeting safety and security
goals. The Conmission stated in its final report:

%5 “Statement of Richard F. Marchi, supra note 33.
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“The prem se behind these partnerships is that
governnment can set goals, and then work with
industry in the nost effective way to achi eve
them Partnership does not nean that governnent
gives up its authorities or responsibilities. Not
all industry nmenbers are willing to be partners.
In those cases, governnent nust use its ful
authority to enforce the law. But, through
partnershi ps, governnent works with industry to
find better ways to achieve its goals, seeking to
repl ace confrontation with cooperation. Such
partnershi ps hold trenmendous prom se for inproving
avi ation safety and security. A shift away from
prescriptive regulations will allow conpanies to

t ake advantage of incentives and reach goals nore
qui ckly. ”®®

In 1996, Congress elimnated the FAA's dual mandate of
pronoting air conmerce and ensuring safety, making it

clear that safety and security are FAA' s highest priority. >’
Since then, FAA and industry have worked together to
identify potential inprovenments in aviation safety and
regul ati on.

In response to the Wiite House Comm ssion’s call for
partnership in the areas of security and safety, the

FAA convened consortia at 41 magjor U S. airports during

Sept enber 1996. By m d- Decenber 1996, 39 of these consortia
had conpl eted vul nerability assessnents and devel oped action
pl ans with recommended procedural changes and requirenents
for advanced security technol ogy. FAA found that airport
consortia have the potential to resolve |ocal issues
effectively because they involve nore |ocal players in a
collective effort. The FAAis now attenpting to secure

vol untary agreenents to nake the consortia pernmanent and
extend themto smaller airports, with one of their primry
functions being the continuing assessnent of vulnerabilities
and the identification of corrective action.

While the BWG report did not reconmend a maj or change in the
responsibilities for aviation security, it did reconmend a
change in the partnership between the FAA and the aviation

i ndustry:

%6 White House Commission, supra note 4.

57 Section 223 of the Federal Aviation Reauthorization Act of 1996, Public Law 104-264, October 9, 1996, amending 49 U.S.C.
§ 106.
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“Greater demands on the civil aviation system
requi re an enhanced partnership between the
agency and the aviation industry. 1Inits

initial recomendations the Wite House Conmi ssion
on Aviation Safety and Security stressed the need
for a fundanental change in the way government
and the private sector carry out their

responsi bilities. The BWG supports this

concl usi on and recommendation. In its 1990
report, the President’s Comm ssion on Aviation
Security and Terrorismrecomended that Federal
Security Managers be put in place at major
donestic airports to becone the accountable entity
for security at that |ocation. Federal Security
Managers work with the air carriers and airport
operators to design and approve security systens,
and oversee the carrier’s and airport operators’

i npl enentation of the security systemto ensure
conpliance. The BWsGis recomrendi ng that the
FSM s program be extended to sel ected Category |
airports.”>®

F. Responsibility for Security Research, Engineering, and
Development (R,E&D)

For many years, the Federal Governnent and the FAA have been
fulfilling a major responsibility by fostering and fundi ng
security research, engineering and devel opnent, which was
accel erated by the Aviation Security |Inprovenment Act of

1990. From 1991 to 1996, the FAA spent over $209 million

on R E&D on expl osives and weapons detection technol ogy
devel opnent, airport security technol ogy, security systens
integration, aircraft and container hardening, and human
factors. This effort will continue.

Fol |l owi ng the recomendati ons of the Wite House Comm ssion,
t he Federal CGovernment returned to an area not visited since
the height of the hijacking threat in the md-1970's: the
capi tal purchase of security equi pnent for use by private
sector air carriers to enhance their ability to screen
passengers and baggage effectively and efficiently prior to
boar di ng.

On Cct ober 30, 1996, the FAA established an integrated
product team (I PT) to acquire and depl oy advanced security
equi pnent through “non-conpetitive contracts or cooperative

% BWG, supranote 3, p. 77. (14 CFR §191 applies.)
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agreenents with air carriers and airport authorities, which
provi de for the FAA to purchase and assist in installation
of advanced security equi pnent for the use of such
entities.”® The equi pment acquisition has been funded

in the FAA Facilities and Equi pnent account derived from
the Airport and Airway Trust Fund. The team i ncl udes
wor ki ng representatives of air carriers and airport

aut horities.

The foll owi ng table depicts planned expenditures for various

types of equi pnment selected by the integrated product team
for purchase and depl oynent during FY' s 1997-99:

TABLE 11

FAA Expenditures in FY 1997-98 for Acquisition
of Security Technol ogi es

Expl osi ves Detection Systens $ 68, 313, 400
O her Aut omat ed Technol ogi es $ 15, 550, 000
Expl osi ves Trace Detectors $ 45, 036, 600
Conput er - Assi st ed Passenger Screeni ng ( CAPS) $ 10, 000, 000
Screener Proficiency Evaluation & Reporting System $ 5,300, 000
( SPEARS)

Tot al $144, 200, 000

G. Aviation Security Training

Changes in the current system which have been debated for
years, have occurred only increnentally, often in response
to acrisis or loss of an aircraft. One of the conmon

t hreads weavi ng t hroughout all reports, books, hearings,
articles, and recommendati ons over the years has been the
need for better and nore standardi zed aviation security
training and an increased role for the Federal Governnent

i n both.

%9 Thiswas authorized and funded by title V of the Omnibus Consolidated Appropriations Act, 1997, Public Law 104-208.
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This is particularly inportant now, since many new, nore
conplicated but effective types of equipnent are being
deployed at U. S. airports. The operators of advanced
security equi pnent need far nore detail ed training,
managenent attention, and notivation to ensure that devices
are properly and effectively operated. Mich nore in the way
of follow ng operational procedures and maki ng deci si ons
needs to be done by the screeners. This places additional
burdens on the sel ection, training, and maintenance of at

| east this part of the screener work force.

As |l ong ago as the Septenber 1989 hearings of the House
Governnment Activities and Transportation Subcommttee on
t he bonbi ng of Pan Am Flight 103, M. Noel Koch, fornerly
Principal Deputy Assistant Secretary of Defense for
I nternational Security Affairs, in his prepared statenent
sai d:
‘L we have to pay nuch closer attention to the
personnel side of the security equation. At the
present tinme, the econom cs of security appear to
mlitate in favor of hiring entry-level m ninum
wage people. They often get little or no
training, they have frequently the nost limted
‘people skills,” and the turnover rates anong them
are wholly inconsistent with the requirenments of
an effective security system Put m ni rum wage

people on a mllion dollar machine, give them
l[ittle or no training, manage themlike entry

| evel people, and you will get m ni mum wage
performance out of your mllion dollar nmachine...

Coupled to a nore imaginative hiring phil osophy,
we W ll benefit froma systematic approach to
training security personnel. This is an area in
whi ch the FAA may need additional authority, to
standardi ze training requirenments for security
personnel, and to assist in bringing training
regi mes up to those standards.”®

M. Koch’s conments are still pertinent today. The
“Certification of Screening Conpanies” rul emaking® offers
an opportunity for FAA to present to the public for comrent
both selection criteria and training standards and seek

i deas for inproving aviation security training.

In his 1993 book Conbatting Air Terrorism Rodney Wallis,
former director of security for the International

% The Bombing of Pan Am Flight 103 (statement of Mr. Noel Koch), supra note 14.

61 Seenote 9, supra.
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Air Transport Association, also suggested an increased
role for the FAA in the area of training:

“Training is a truly vital part of air
transportation’s fight against terrorism yet

too many governnents, airport adm nistrations,

and airline managenents fail to ensure their staff
are adequately prepared for their roles...Arole
the FAA mght well enlarge is the physical
monitoring of U S. based airlines’ training and
security inplenentation at home and abroad.”®?

There is broad, although not universal, agreenent that

the regi ne of shared responsibilities should stay the sane.
However, it could be argued that the Federal Governnent
shoul d increase its involvenent by setting training
standards, thereby adding to its other responsibilities

for capital equi pnent purchases, R E&D, intelligence
assessnments, testing counterneasures, standard setting,

and conpliance and enforcenent of regulations. Air carriers
woul d still be responsible for screening, but their

enpl oyees, the screeners and their supervisors, would be
trained to standards set by the FAA in accordance with
Whi t e House Conmi ssion recommendations 3.2 and 3. 10.

Comm ssi oner Victoria Cummock introduced and supported
recomendation 3.2 at the final neeting of the Wite House
Comm ssion on February 12, 1997. Later, she went further in
her di scussion of training under recomendation 3.10 in her
di ssent, contained in appendix | of the final report:

“This recomrendati on contains a nunber of

adm rabl e objectives but it, like its predecessor
recommendation in President Bush's Commi ssion on
Avi ation Security and Terrorism |l acks teeth.
Fol | owi ng President Bush's Comm ssion of Aviation
Security and Terrorismand the foll ow on Aviation
Security Inprovenent Act in 1990, the FAA
establ i shed standards for the selection and
training of aviation security personnel.

Those standards were, and still are, totally

i nadequate. There is nothing to prevent the

sanme i nadequate actions by the FAAto this
recommendati on. The Comm ssion should
specifically recomend that the FAA mandate

80 hours of intensive classroom | aboratory and

62 Wallis, Rodney, “Combatting Air Terrorism,” Brassey's (US), Washington, New Y ork, London, 1993, p.117.
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40 hours of on-the-job training before performnce
certification for all airline security screening
per sonnel . ” %3

An identical recommendation for 80 hours of classroom and
40 hours of on-the-job training had been nade by Patricia
Friend, international president of the Association of
Flight Attendants, AFL-CI O, at the Wite House Comm ssion
nmeeti ng on Septenber 5, 1996. These di scussions, contai ned
inthe final report and its dissent, and in testinony, al
support the need for inproved, nore conprehensive training.
Again, the certification of screening conpani es rul emaking
of fers an opportunity to inprove training and thereby

i nprove screener performance. Investnent in training

and requirenents for inproved performance will offer

an econom c incentive for airlines to retain the nost
productive, efficient, and effective screeners which

will, in turn, lead to higher wages and better benefits.

The FAA takes human factors into account (as required by the
provi si ons of Aviation Security |nprovenent Act of 1990)°%
by providing appropriate training and devel oping utilization
st andards, clear guidance, and operational procedures in
partnership with the airlines to ensure the effective use

of security equi pnent by trained and properly notivated

air carrier and contractor personnel. FAA is already taking
steps to inprove initial and recurrent training curricula
for checkpoint screeners and their supervisors. Such FAA

i nvol venent will increase.

Al of us nmust be concerned with how to hel p people do the
difficult job of screening baggage for expl osive devices
better by inproving the human factors engi neering of

their work environment. Lessons |learned fromthe

oper ati onal depl oynent of explosives detection systens
(EDS) substantiate the need for screeners who use the
machi nes to be properly trained and hi ghly notivat ed.
Personnel selection criteria and training standards are

i nportant considerations receiving particular attention

by all concerned.

The FAA devel oped and is currently depl oying the Screener
Proficiency Eval uati on and Reporting System (SPEARS), which
can help train air carrier screeners and maintain their
proficiency. One SPEARS conponent, a conputer-based
training (CBT) systemfor screeners, was successfully

85 White House Commission, supra note 4, Appendix |, dated February 19, 1997, unnumbered p.8.

64 Sections 105 and 107 of Public Law 101-604, November 16, 1990, adding sections 316 (d) and (g) to the former Federal Aviation
Act of 1958, now 49 U.S.C. 44912 (a) and 44935 (b), respectively.
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tested in 1996 in Chicago. CBT nodules for training
security screening checkpoint x-ray nmachi ne operators are
now operational at 36 major airports, including Seattle,

M am , Los Angeles, St. Louis, Baltinore, Detroit, Houston,
Dal | as, New York, Denver, Ol ando, San Juan, Atlanta, and
San Francisco, with additional airport installations
continuing throughout 1998 in about 77 of the busiest

U.S. airports. Specialized nodules will soon be avail abl e
for training operators of explosives detection systens and
will be installed on all deployed systens.

Anot her conponent of SPEARS is the Threat |mage Projection
(TIP) system which displays artificial inmges of inprovised
expl osi ve devi ces and dangerous articles in baggage, as

t hough they were part of an actual item being screened by an
x-ray device or EDS. The screeners’ decisions are tabul ated
and recorded to provide feedback for effectiveness

nmonitoring and use as a training tool. After final
eval uations and adjustnents are conpl eted, several hundred
TIP nodules will be installed in checkpoint x-ray nmachines

and expl osives detection systens at the busiest airports in
the United States.

The FAA provides formal training through airport security
semnars for |aw enforcenent officers and airport personnel
with aviation security responsibilities. Aviation security
speci al agents are al so asked by individual airlines to
provide 1- or 2-hour blocks of instruction in airline
training courses. Simlar participation occurs in industry
associ ati on-sponsored schools and conferences as part of
FAA' s partnership efforts. Specialized courses of
instruction on specific topics have been prepared by

the FAA and are presented on request.

The White House Commission called for an additional

114 cani ne expl osives detection teans to be trained and
depl oyed at the Nation’s busiest airports, and Congress
appropriated $8.9 mllion for that purpose. During 1997,
the FAA trained 54 handlers and 60 dogs. The first "FAA
excl usive" class of K-9 handlers graduated fromthe
Mlitary Wbrking Dog School at Lackland Air Force Base,
Texas, on March 25, 1997. The FAA will continue to cover
cani ne procurenent costs and training, evaluation, and
certification for explosives detection team dogs and
handl ers as the programis expanded.

At the tine the Wiite House Conm ssion’s initial report was
publ i shed in Septenber 1996, there were 87 teans depl oyed at
31 locations. In June 1997, there were 116 cani ne teans at
33 nmpjor airports, then 130 teans at 38 airports across the



country by early 1998. As program expansi on conti nues, by
the end of 1998, there will be about 154 teans at about
40 airports.

In one of many interagency partnerships, the FAA and the
Treasury Departnent's Bureau of Al cohol, Tobacco and
Firearnms (BATF) signed an agreenent in 1997 outlining the
princi ples governing a joint research pilot project, then
began the project, using one FAA trained and certified team
working in parallel with a BATF trained and certified team

It is inportant to note that the teans will be doing nore
and operating longer. In addition to clearing term nals and
airplanes after bonb threats, they will search suspect bags
and cargo, and performvisible patrols and training to

i ncrease deterrence. The FAA has worked closely with
industry to establish a reinbursenent process to cover

al | owabl e operational expenses, such as handl er sal ari es,
kennel i ng, dog food, vehicles and associ ated mai nt enance,
and routine veterinary care. The programrenains voluntary
on the part of airports. Those not in the current program
are unlikely to join wi thout adequate cost sharing by the
Federal Governnment. Future growth is therefore a function
of avail abl e fundi ng.

IX. Funding for Aviation Security

One purpose of this study is to “exam ne potential sources
of Federal and non-Federal revenue that may be used to fund
security activities,” a matter of continuing controversy
for the last 30 years. Section 301 of the Federal Aviation
Reaut hori zation Act of 1996 states that one potenti al
source of revenue to be considered is “providing grants
fromfunds received as fees collected under a fee system
est abl i shed under subtitle C of title Il of this Act and

t he amendnents made by that subtitle.” Both the Wite House
Comm ssion and the Aviation Security Advisory Commttee
Basel i ne Wbrki ng Group di scussed fundi ng i ssues and
identified potential sources of revenue.

In introducing the discussion of chapter 3 on aviation
security during the final public hearing of the White House
Comm ssion on February 12, 1997, Comm ssioner Brian Jenkins
sai d:

“Most inportantly, we now recomrend that the
federal governnent shoul d consider aviation
security as a national security issue and



provi de substantial funding for capital

i nprovenents. Specifically, we recomrend

$100 million annually. W recognize that this

is not enough and therefore we al so reconmend

that the National Cvil Aviation Review Conm ssion
establ i shed by Congress consider a variety of
options to pay for further inplenentation and
operation of these vital security neasures.”®®

The wordi ng of Recommendation 3.1 of the Wite House
Commi ssion’s final report is even nore direct:

“The federal governnent should consider aviation
security as a national security issue, and provide
substantial funding for capital inprovenents.

The Conmi ssion believes that terrorist attacks on
civil aviation are directed at the United States,
and that there should be an ongoi ng federal
commtnent to reducing the threats that they
pose. ” 6

The FAA Aviation Security Advisory Conmmittee s Baseline
Wrking Goup (BW5 inits final report went further:

“Amjority of the BWG5 concluded that the ful

cost of inplenmenting and nai ntai ning an i nproved
donestic security baseline should be funded by a
Congr essi onal appropriation fromthe General Fund.
Such costs include, but are not limted to, the
acquisition, installation, training, and

i npl enentati on of equi pnent, facilities,
personnel, and procedures. A dedicated funding
stream shoul d be identified to fund the operating
costs associated with continuing to naintain the
el evated donestic security baseline prescribed

by the BWG recommendati ons. Operating costs
associated wth the donmestic security baseline

i nclude, but are not limted to, costs associated
wi th the continuing operation, maintenance, and
staffing of prograns identified by the BWG
recommendati ons and as may be required by

Federal nandate.”®’

8 Transcript of the Final Public Hearing of the White House Commission, Washington, DC, February 12, 1997.
8 White House Commission, supra note 4.

57 BWG, supra note 3, p.90.
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The BWG s majority opinion on funding sources discussed the
issue in greater depth than indicated in the reconmmendati ons
above. The G oup al so said:

“Federal resources certainly exist to fund

any programif the national will is to do so.

The noney coul d be nade avail able rapidly

as no new col |l ection mechani smwoul d be needed.
However, such an outlay nay al so be subject to
shifting agendas and priorities fromyear to year
whi ch coul d be disruptive to the coherence and
continuity of a mgjor plan to increase security.
The Federal governnment could, in principle, fund
all aviation security costs out of general
revenues. If the threat of terrorismis viewed
as a national security issue requiring a concerted
nati onal response, then there is no fundanental

di stinction between expenditures for aviation
security and other counter-terrorism prograns
funded directly through appropriations.

The mechani sm of collecting and di sbursing funds
for aviation security can assune many forns but

t he source of those funds nust inevitably be the
public. The basic difference is whether to assess
t he necessary expenses selectively to the air
traveling public or generally to all taxpayers.
The current nmechani sns of collection that could
be used are: Congressional Appropriation (General
Fund); PFC Capital/Qperating Fund; AP

Capi tal / Operating Fund; Security Surcharge;

and Ti cket Tax.

Wi chever coll ection mechanismis considered, it
nmust be federally nandated to avoid conpetitive
pressures and require stringent accounting
procedures to assure that the funds will be

di sbursed only for aviation security purposes.
Such funds nmust be subject to federal audit
procedures. The total, 10-year cost of the new
security baseline is estinmated at $9.9 billion.

Costs associated with interimsecurity nmeasures
are not included in this figure but are detailed
inthe full BWG report.”®®

In May 1997, the FAA estimated that the total 10-year cost
to the Federal Governnent, airport authorities, and airlines

% |d., pp. 90-91.
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for security prograns at Category X airports al one would be

close to $3 billion. The total includes capital costs for
new equi pnent as well as added personnel and their training.
This averages out to $154 million per Category X airport, or

slightly over $15 nmillion annually for the next 10 years.

The O fice of Managenent and Budget (QOVB) representative on
the BWG strongly disagreed with the views expressed by the
majority of the Group on funding from sources other than
prospective users (i.e., passengers). The follow ng

di ssenting view was received fromthe OVB

“OMB staff strongly disagree with these
recommendations. They are inconsistent with the
current practice of FAA prograns, contradicting

| ong standi ng gover nnent -w de budget policy, and
reflect an unrealistic outl ook regarding the

avai lability of discretionary funds. First,

avi ation systemusers currently pay for on-going
avi ation security costs. These are considered to
be costs incurred by the private aviation industry
for doing business in nodern society. There is no
fundanental difference between these prograns and
t hose bei ng consi dered by the BWG

Second, OMB Circul ar A-25, which establishes
Federal policy regarding user charges, states

t hat such charges shoul d be assessed for Federa
activities that convey special benefits to

reci pients beyond those accruing to the general
public. The BWS s recomrendation that start-up
avi ation security costs be funded fromthe
General Fund is inconsistent with this policy.

Third, continuing efforts to bal ance the budget
will significantly Iimt the anount of General
Fund noni es available to support this, or other,
potentially worthy expenditures. G ven the
demands on those funds and the nunber of actors
involved in allocating them it is unrealistic to
think that a protected pot of noney could be set
aside for this purpose. Finally, a dedicated
fundi ng stream for operating costs, if not paid by
the users, provides little incentive for cost

di scipline in the provisions of these services and
will result in waste and increased cost to the
public.”®°

% |d., Appendix A, p.1.
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On March 27, 1997, the Acting FAA Adm ni strator responded

to the BWG recomendat i ons approved and forwarded by the
ASAC in a nmeno stating: “l have received the recomendati ons
devel oped by the ASAC for the Donestic Security Baseli ne.

| am pl eased that the ASAC continues to provide FAA with

bal anced and i nsightful recommendati ons. However, |

do not concur with the followi ng three specific
recommendations. .. Full Federal funding of the baseline
recommendati ons (page 11) was objected to by OMB in a

di ssenting opinion. The Wite House Comm ssion has referred
further funding issues to the National C vil Aviation Review
Conmi ssion.”

In addition to creating the National C vil Aviation Review
Comm ssion (NCARC) and requiring this study, section 274 of
t he Federal Avi ation Reauthorization Act of 1996 directed
the FAA to “contract with an entity independent of the

Adm ni stration and the Departnment of Transportation to
conduct a conpl ete i ndependent assessnent of the financial
requi rements of the Administration through the year 2002.”
Coopers & Lybrand L.L.P., a professional services firm was
sel ected to conduct the independent study.

Safety and security prograns have the highest priority

in FAA budgets. The 1998 budget requested significant

i ncreases for safety, including funding for an increase

of 500 air traffic controllers, 326 flight standards and
certification personnel, and 173 security staff. The 1998
budget al so included a request for an advance appropriation
of $100 million in 1999 as a followon to the $144.2 nillion
appropriated in 1997 to fund Wite House Conmm ssion
recomended security equi pnment depl oynents.

Coopers & Lybrand al so concl uded, on the basis of interviews
conducted with FAA staff, user groups, and Wite House

Comm ssi on nenbers, that the inpact on the FAA s budget of
Comm ssi on and BWG recomrendati ons “coul d be substantial”

t hough the White House Comm ssion’s final report had not
been conpl eted.’ The OMB's FY 1998 passback on the FAA
Facilities and Equi prent budget, which is also noted in the
Coopers & Lybrand report, stated: “The Gore Comm ssion staff
are interested in additional 1998 security equi pnent
purchases. Any such purchases are to be user fee financed
or financed by airports or airlines in response to FAA

™ Public Law 104-264, October 9, 1996.

™ Coopers & Lybrand L.L.P., “Federal Aviation Administration Financial Assessment,” Washington, DC, February 28, 1997,
pp. VII-16, 17.
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regulation.” This is, of course, not what the Comm ssion
finally recommended.

NCARC and its aviation funding task force were tasked to
“submt a report setting forth a conprehensive anal ysis of
the Adm nistration's budgetary requirenments through fiscal
year 2002, based upon the independent assessnent...that
anal yzes alternative financing and funding neans for neeting
t he needs of the aviation systemthrough the year 2002.” "
Congr essi onal deliberations in response to the NCARC and
Adm ni stration proposal s concerning the structure and
content of any system for funding FAA through user fees,
now possi bly including capital expenditures for security
equi pnrent that would be used by air carriers, have not yet
been conpleted. The setting of user fees is one of the
options that was exam ned. A goal of user fee financing
woul d be to bal ance coll ections and expenditures so that
all needed inprovenents in safety and security systens
could be financed and inplemented pronptly.

The NCARC s Decenber 1997 report recommended that the

air traffic services portion of the FAA be financed

by user fees but that security and safety oversight be
funded by general fund appropriations. The Adm nistration’s
subsequent budget and reauthorization proposals for the FAA
whil e consistent with the NCARC recommendati ons in many
ways, differed in that they proposed no general fund
appropriations after 1999.

O hers have suggested sources and net hods of funding.

Not abl y, Senator Lautenberg introduced the Aviation
Security Act of 1996 (S.2037) on August 2, 1996, nany
aspects of which were incorporated into the Reauthorization
Act. Speaking about this bill during the hearing held on
August 1, the Senator said:

“ASA [ S. 2037] proposes that a security assessnent
fee, or small surcharge of no nore than $4, be
added to each round trip ticket to pay for needed
i nprovenents...An alternative financing nechani sm
woul d be to authorize the Departnent of Defense
to transfer such funds as may be necessary to

i npl emrent provisions of the act. In drawing on
def ense funds, we woul d recogni ze that terrorism
is a national security threat.””

72 Section 274 of the Federal Aviation Reauthorization Act of 1996.
8 «Aviation Security”: Hearings before the Senate Committee on Commerce, Science, and Transportation, 104th Cong. 14 (1996)
(statement of Senator Lautenberg).
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X.  Legislative Proposals

There is no need at this tine for the FAAto initiate
legislation to transfer responsibilities for aviation
security anong the major parties. Both Presidential

conm ssions, however, saw a need to clarify authority and
responsibility in certain areas. Sone clarification nay be
acconpl i shed through the proposed revision of title 14,
Code of Federal Regul ations, Part 107, Ainport Security,
and Part 108, Airplane Operator Security.’® These are the
two basic regul ations governing civil aviation security
provisions required to be inplenented by U S. airports and
air carriers. Individuals are also affected by portions of
both regul ati ons.

The rul emaki ngs propose a nunber of changes, which are
intended to update the regulations to reflect the current
approach to security better. For exanple, sonme proposed
changes seek to clarify air carrier and airport security
personnel training requirenments, nore clearly define the
nost critical security areas in an airport, and clarify
the role of the airport security coordinator.

XI.  Study Conclusions

A. Responsibilities

There appears to be a consensus in the civil aviation
community to retain the current system of shared
responsibilities for security. 1In contrast, there
appears to be no consensus “to transfer certain
responsibilities of air carriers under Federal |aw

for security activities conducted onsite at comrerci al
service airports to airport operators or to the Federal
Governnent.”’® Some argue that airport operators should
assune screening responsibilities’, but nost seem content
wi th recomrendi ng that airport authorities becone nore

i nvol ved in some manner, citing specific exanples or areas

™ Notices of Proposed Rulemaking on the revision of Federal Aviation Regulations parts 107 and 108 were published in the
Federal Register on August 1, 1997, 62 Fed. Reg. 41730, 41760 (1997). Because both rulemakings had been in development for
several years, predating 1996-97 legidative initiatives, preambular language notes that the proposals do not reflect changes based
upon the most recent legislation, or the recommendations of the White House Commission. Changes resulting from these recent
initiatives will be made after the final rules have been published.

5 Section 301 of the Federal Aviation Reauthorization Act of 1996.
6 For example, on June 20, 1996, the Deputy Commissioner, Department of Aviation, City of Chicago, proposed assuming pre-

board passenger screening responsibilities after receiving areport of a study by the Conley Group Inc., on such screening at O’ Hare
International Airport. The FAA responded that the proposal was “not feasible under applicable law” at that time.
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in which nore assistance nmay be usefully offered. There is
little support for the Federal Governnment’s assum ng al

air carrier responsibilities. There is significant support
for nore Federal Governnent involvenent and funding.

I ncrenental increases in Federal Government invol vement

in aviation security are inevitable given the recognition
that the primary justification for security nmeasures is
antiterrorist in nature, with aviation security now seen
nore clearly as a conponent of national security.

| ncreased invol venent neans increased i nvestnent of
personnel and other resources. Mst representatives of the
airport and airline industry believe that the General Fund
shoul d be the financial source for future aviation security
Federal expenditures rather than the Airport and A rway
Trust Fund. The Adm nistration disagrees with this position
and has proposed instead that funding for FAA activities,

i ncluding security activities, be derived from charges paid
by users of the National Airspace System

The Federal Governnment intends to continue capital purchases
of aviation security equi pnment to be used by the airlines.

G ven that commtnent and the strong support for better
training that was so apparent during the study, it seens

| ogi cal for the next increnmental Federal involvenent to be

i n devel opi ng nore conprehensive training standards for the
peopl e who use the equi pnrent that has been purchased, rather
than i n maki ng equi pnment operations and mai nt enance subsi dy
paynments to the airlines. Better training is a better
investnment. Air carriers should not have to bear al

the costs of security, but they should bear a substanti al
portion of the personnel costs to provide security screening
and the operational costs of using the advanced security
equi pnent that the Federal Government provides.

Air carriers should be inclined to protect their investnents
in hiring and training their personnel by providing better
conpensati on and benefits to keep themon the job and | ower
turnover rates. This applies particularly to screeners. |In
t he absence of consensus to change the existing system the
airlines retain the responsibility for screening, and retain
control of passenger novenent and the quality of custoner
service. The U S. Governnent continues to control the

gqual ity of aviation security and security screening by
setting higher, but realistically achievable, standards

for screener selection, training, and performnce.

B. Funding
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There are several options for funding aviation security
activities such as those recommended by the BWG and the

Whi te House Commission. One possibility is for the

Federal Governnent sinply to pay for all expenses out

of the general revenue fund. The principal rationale

woul d be that aviation security is a national security

i ssue and that therefore the National Governnent should

be responsible for the costs. This position has been
advocated by many in the aviation industry but is likely

to be politically inpossible, given fiscal constraints.

A second option would be to use AIP or PFC funds. This
woul d have the advantage of requiring the users of aviation
security to pay for it, resulting in higher ticket prices.

| ncreased prices would inpact negatively on the financi al
health of air carriers and airport operators, and those who
do not fly but receive econom c and other benefits froma
safe, secure, and efficient air transportation system would
not be paying their fair share. Further, AP funding |evels
have been significantly lower in recent years than they were
previously, and there are many ot her demands placed upon it
to fund safety inprovenents

A third avenue would be to apply a security user fee or
surcharge to the cost of a ticket, simlar to a passenger
facility charge but dedicated to funding security. Care
woul d have to be taken to ensure that the collected funds
were used only for security purposes. This option would
al so have the advantage of collecting costs fromthose who
use a service, but it could also reduce passenger vol une.

The sanme argunents al so apply to the last option, a

dedi cated security ticket tax, whose proceeds woul d be
reserved for security costs. Note that a $2-per-enpl anenent
surcharge woul d have brought in about $1.2 billion in
revenues in 1997, which would be sufficient for the
addi ti onal expenses envisioned in the BW5 recommendat i ons.

The NCARC studi ed recomendati ons for funding FAA

requi renents, including security needs. The Adm nistration
di sagrees with the concl usions of the NCARC report in this
regard, specifically “that the security functions of the FAA
be paid for through a general fund contribution’.” The

Adm ni stration has proposed instead that funding for all FAA
activities, including security activities, be derived from
charges paid by users of the National Airspace System The
NCARC report included no broad discussion of funding for the
entire aviation security system including private sector

air carriers and public sector airport operators.

 NCARC, “Avoiding Aviation Gridlock & Reducing the Accident Rate: A Consensus for Change,” Washington, DC,
December 1997, p. 11-31.
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There is no apparent consensus for changing the overal
system of funding for aviation security, particularly
funding for that portion provided by private sector air
carriers and public sector airport operators. There is also
no definitive answer to the |ongstandi ng question of “who
shoul d pay” for security; the current system as described in
the foregoing pages remains in place. Therefore, the FAA
will not at this tinme make additional recomendations
regardi ng fundi ng sources to Congress.

XIl.  Appendix: FAA Study on Security Responsibilities: 1991

An internal, unpublished FAA study conducted in 1991

eval uated three alternatives for a shift in security
responsibilities with respect to passengers, baggage, and
cargo fromthe air carriers to airport operators to
determ ne whether or not any alternative was likely to

i nprove security system performance. The basic franework
and content of the study, including the conclusions reached
at that tinme, are presented bel ow wi t hout substantive

nodi fication. The alternatives examned in 1991 were in
addition to the systemthen in place and are presented here
as they were then witten. The essential elenents of these
options remain valid today.

Al ternative 1. Airports assune the responsibility for the
sterile areas’® and screen all persons and their persona
property (sterile area screening); air carriers retain their
ot her security responsibilities.

Al ternative 2. Airports conduct sterile area screening,
screen checked baggage; air carriers retain their other
security responsibilities.

Al ternative 3. Airports conduct sterile area screening,
screen checked baggage, and screen cargo and mail; air
carriers retain their other security responsibilities.

The following criteria were used to eval uate the
alternatives

Ef fectiveness in inproving security;

™ The sterile areais an area to which access is controlled by the inspection of persons and property in accordance with an approved
security program or a security program used in accordance with FAR § 129.25 (49 CFR § 129.25). Normally, thisisthe areaone
enters after passing through the security screening checkpoint and its metal detectors, x-ray devices, and hopefully, advanced security
equipment such as trace explosives detection devices.
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Ceneral acceptance of an alternative by airport
operators, air carriers, and systemusers as well
as the level of political support;

Econom c efficiency;
Need for statutory and/or regul atory changes;

| npact on overall quality of air transportation
service; and

Ease of enforcenment and oversi ght.

The follow ng factors are inportant for understanding the
inplications of the alternatives as discussed in 1991:

Threat managenent. Coordi nating overl apping responsibilities
for the inplenentation of certain security neasures, in
particul ar the response to anonynous tel ephoned “bonb
threats” to aircraft, was conplicated by conflicting
views and actions of air carriers, airports, and |ocal

| aw enforcenent officials. These conflicts should be

| essened by a restatenment of responsibilities in the
rewite of FAR parts 107 and 108, both published in the
Federal Register as a notice of proposed rul emaki ng on
August 1, 1997."” The 1991 report did not analyze
transferring or adding threat nanagenent responsibilities
to the airport operator that were not explicitly defined
in the then-current regul ations.

Passenger/ baggage positive identification and
reconciliation. 1In 1991, positive passenger/baggage natch
was required for all international flights, but not for
donmestic flights. A positive passenger/baggage match woul d
be greatly affected by a transfer of this responsibility to
airport operators. The air carriers would still need to
provide the information to performthe match and hol d or

pull bags fromaircraft. Wth the added delay of processing
by the airport operators, on-tine departures would be nore
difficult, and hubs could be disrupted by the del ays.

Air carrier security responsibilities. No conceivable
alternative can vest total security responsibility with the
ai rport because air carriers will still be responsible for
securing aircraft, challenging persons w thout appropriate
identification who approach an aircraft, providing security

™ Note 72, supra.
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training for crewnenbers, and dealing with in-flight
security issues. Shifting these functions was not
considered an alternative. Because sonme FAA requirenents

go beyond those adm nistered by the International G vil

Avi ation Organi zation (1 CAO, and are typically not
performed by foreign airport/governnment authorities,
shifting certain security functions within the United States
woul d not relieve air carriers of their duty to perform

t hose sane functions overseas.

Airport profiling of passengers. In 1991, air carrier
ticket agents profiled passengers when they checked in
and checked their baggage. Based on specific profiling
criteria, actions were taken with respect to sel ected
passengers including a nore careful screening of their
checked baggage. Use of the ticket agent as the focal
poi nt was the nost efficient and effective way to profile
passengers. Having airport operators profile passengers
woul d still require information that can only be obtained
fromair carriers. This information would then have to be
communi cated to airport personnel. Establishing airport
proficiency in this area would |ikely add personnel costs
wi t hout inproving effectiveness.

Carriers continue to screen passengers and carry-on baggage.
Est abl i shnent of a separate program by airport operators to
performthis function was consi dered probl ematic because of
a need to collocate screening gates, resulting in added
expenses and additional oversight requirenents. Such a
program woul d have all the di sadvantages of Alternative 1

w t hout nost of its advantages. Thus, this proposition as
an alternative was rejected fromfurther analysis.

The baseline case to which all the alternatives were
conpared is the systemas it existed in 1991. The pros and
cons of this option follow, and are followed in turn by the
pros and cons of the three alternatives.

K eeping the 1991 Security System

Pr o:

The 1991 system was proven to be effective in maintaining
a secure air transportation system (as the study authors
believed at the tine).

The system of allocating responsibilities was well
under st ood, was accepted by all major participants,
and had supporters.
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The system was a natural and |ogical division of
responsi bilities based on the evolution of airport

and air carrier duties and obligations, which included
airports acting as property owners and air carriers
acting as transporters of persons and property.

The system had devel oped as an integration of
responsibilities that have been | ogically assigned.

Mai nt ai ni ng the 1991 system woul d not have required
statutory changes or a nmajor restructuring of regul ations
and security prograns. Updating Parts 107 and 108 w ||
make the system nore efficient.

Mai nt ai ni ng the status quo woul d have the advant age
of avoiding a series of potentially confusing
reorgani zations with the possibility of tenporary
security | apses.

Most of the aviation threats in 6 of the last 7 years
(through the late 1980's) were received by air carriers
and directed at aircraft. Thus, it would be inefficient
to shift the responsibility of evaluating the response to
those threats away fromthe air carriers and to the

ai rports.

There woul d be no disruptive financial changes to the
air carriers or the airport authorities and no adverse
changes in the overall quality of transportation service.

Con:

In the 1991 system there was no single focal point for
all sterile area screening at each airport. Mking the
airport operator accountable for all such screening
functions would integrate this responsibility and m ght
i nprove manageri al oversight and accountability.

It is nore difficult to organize and then inpl enent

coordi nated contingency plans to neet threat conditions
when maj or security responsibilities are fragnmented anong
several entities.

Oiginally, passenger and carry-on baggage screening were
performed only at the air carrier gate. Over tine, these
t asks have evolved so that in many airports the sterile
area enconpasses nuch or all of the entire termnal. |If
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much or all of the termnal is to remain a sterile area,
it mght be better for the airport operator to manage
sterile area screening.

Requi rements for specialized equi pnment (expl osives
detection systens and ot her devices) m ght inpose
future expenses on air carriers.

1991 Evaluation of Options

Alternative 1. Airports assune the responsibility for the
sterile areas and screen all persons and their personal
property (sterile area screening); air carriers retain their
ot her security responsibilities.

Pr o:

Security efficiency may i nprove at sone airports with
multiple sterile area screening checkpoints. There may
be a consolidation of security screening personnel and
their training.

Fl i ght schedul es suggested in 1991 that airport operators
soneti mes may have been able to nove security personnel
under their control fromone section of the airport to
anot her section and screen passengers for |ess cost than
the air carriers. At sonme airports, air carriers were
structuring screening to obtain these efficiencies.

At many airports in 1991, there were nany air carriers
responsi bl e for maintaining one screeni ng checkpoint.
In such cases, the air carriers rotated, on a periodic
basis, the responsibility for screening. This led to a
| ack of air carrier involvenent in managi ng these
checkpoints. Having the airport operators in charge of
t hese checkpoints could potentially inprove the

ef fectiveness of oversight.

Sonme airports believed they could inprove the

ef fectiveness of the passenger and carry-on baggage
screening process by hiring, training, and adequately
conpensati ng professional screeners. Nearly al

air carriers contracted out this function, while

a few used their own staff.

The public often incorrectly assuned that airport
operators were responsible for screening efforts,
whi ch were sonetines perceived as |l ess effective than
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t hey shoul d have been. Airports could therefore inprove
their public image in sone cases by assum ng screening
responsibilities and then inproving screening

ef fectiveness and procedures.

Con:

Based on conversations with airport personnel in 1991,
their previous experiences had shown that increasing

sal ari es al one woul d not increase screener effectiveness.
Further, any air carrier had then and has today a direct
interest in protecting its expensive aircraft and conpany
image as a safe carrier

Sterile area screening costs were judged likely to

i ncrease: airports may want remnuneration for screening
over their fixed and variable costs. Wile screening

is purely an overhead cost to the air carriers, who
struggle to keep airfares | ow and conpetitive, it may be
viewed as a profit-making "service” not subject to the
cost discipline of econom c conpetition, if conducted by
the airports. At the very |least, each airport may be
expected to differ on the cost of screening.

Air carriers would still have a vested interest in the
ef ficiency of the screening conducted by the airports.
G ven their large investnents in aircraft and public
relations, air carriers were seen as likely to insist
on mai ntaining a screening oversight function to ensure
safety and m nim ze i nconveni ence to passengers; this
woul d duplicate the oversight program established by
the airports.

| ncreases in screening costs mght result in higher
ticket prices. This would be viewed negatively by
the air carriers and passengers unless there were a
correspondi ng and noticeabl e i nprovenent in screening
ef fecti veness.

Airports are governnent entities that may have | ess
financial flexibility to pay fines for nonconpliance;

t he assessing of violations and fines by the FAA woul d
al so have political ramfications.

This alternative would require statutory changes

to 49 U S.C. 44901, formerly section 315(a) of the
Federal Aviation Act of 1958, unless an airport operator
were designated as an agent for the air carriers. At
present, air carriers have the legal responsibility for
ensuring the security of passengers and carry-on baggage
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and, when necessary, to performvarious |evels of
sear ches.

This alternative would require major restructuring of
Federal Aviation Regul ations parts 107 and 108 as wel |
as the Air Carrier Standard Security Program ( ACSSP)
and the Airport Security Program (ASP).

Airport operators generally do not wish to take on the
security responsibilities of the air carriers and the
associated liability.

FAA security staff have indicated that it would be

easier to nonitor the actual security operational
responsibilities of a relatively small nunber of

air carriers, each with a standardi zed security program
than to review many airports, each with a unique security
managenment system

Air carriers will likely resist any shift of control over
the sterile area screening process because of residual
security responsibility and liability.

Al ternative 2. Airports conduct sterile area screening,
screen checked baggage; air carriers retain their other
security responsibilities.

Pro:
If an airport responsibility, security-related equi pnent
coul d be purchased with Airport I|nprovenent Program
(AlI'P)/ Passenger Facility Charge (PFC) funds. Air
carriers, however, are not eligible for these funds.

There may be sone potential cost savings due to econom es
of scale at sone large airports, where the physica

| ayout woul d support a centralized checked baggage
screening system For exanple, if the FAA were to
requi re the use of expl osives detection systens (EDS)
fewer machi nes woul d be needed to serve air carriers,
especially those with few flights. (Note: this could be
arranged anong air carriers as well.)

There coul d be sone inprovenent in efficiency

(reduction in cost) at an airport if the airport

t ook over responsibility for both sterile area

screeni ng and checked baggage screeni ng, because sone

air carrier security managenent responsibilities could be
consolidated wth the airport security responsibilities.
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Consol idation could stream ine the channels of
communi cati on between airport personnel conducting
checked baggage screening and airport police, thus
resulting in a potentially shorter response tinme to
security threats.

Con:

Airports would assunme increased liability for

| osses resulting fromsecurity-rel ated events.
Joint responsibility could | ead to confusion.

The net result is that airport operator liability
woul d expand as airports take on nore security
responsibilities while air carrier liability may
not decrease.

Under this alternative, airports wuld share parti al
liability for lost, stolen, or m shandl ed baggage since
both the airport and air carriers would handl e baggage.

Airports may decide to consolidate checked baggage
handling at one or nore centralized areas to reduce
airport costs. This could cause several problens. One
is that it would be nore |ikely for checked baggage to be
| ost or sent to the wong air carrier. Another is that
such a centralized system woul d sl ow down the checked
baggage sorting and screeni ng process. Baggage may be
conveyed to this centralized area by baggage carts, which
woul d i ncrease the opportunity for security problens.

Any inprovenents in efficiency and effectiveness would be
site specific and woul d not occur on a |larger nationw de
scal e.

Airports would want renuneration for handling checked
baggage, thus raising overall carrier operating costs.

Passengers are profiled when they check in at the ticket
counter and check their baggage. The nost efficient
party to profile passengers would be the air carrier

ti cket agent, rather than an airport enpl oyee.

This alternative would encounter strong resistance from
air carriers and nost airports.
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Al ternative 3. Airports conduct sterile area screening,
screen checked baggage, and screen cargo and mail; air
carriers retain their other security responsibilities.

Pr o:

Airports could use Al P/PFC funds to purchase specialized
equi pnent, such as x-ray nmachines, to assist in screening
cargo and nail .

Con:
| nvol ving the airport in screening cargo is redundant and
extrenely inefficient. 1In 1991, freight forwarders and

indirect air carriers took cargo directly to the air
carrier that handled the cargo. Either the airport would
have to have representatives at nmultiple cargo facilities
at each airport or all air cargo would have to be
funnel ed through a centrally established cargo entry
point. For the airports to handle and screen the cargo
and then provide it to the air carriers would introduce
an inefficient additional |ayer of bureaucracy.

A maj or cargo security measure is the docunentation that
cargo shippers provide. Air carriers have information
about known shi ppers; new or unknown shi ppers get
scrutinized nore carefully. [If airports took over
screeni ng cargo, each airport would have to establish
and maintain a record of each of the air shippers;
currently, an air carrier can share this information
with its security personnel at each airport it services.

The United States Postal Service and the air carriers
have an established relationship. |If air mail security
procedures were to change, adding airports to this
process would likely nmake the situation nore conpl ex.

Conclusions as Presented in the 1991 Study

The 1991 system was wel | understood and accepted by nost
maj or participants. Although the system had both pros

and cons, it was fundanentally an effective and efficient
security system \Wile there were advantages to each of the
three alternatives, there also were sone ngj or di sadvant ages
to shifting any of the mpjor security functions fromthe

air carriers to airport operators. On balance, there did
not appear to be a net benefit in adopting any of the
alternatives over the 1991 system Consequently, it was
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However, in

recognition of the need for further analysis to study ways

that security m ght be inproved,

t he FAA shoul d consi der

running a trial at a selected donestic airport to test the
viability of transferring certain security functions,
particularly screening at checkpoints, fromair carriers

to the airport authority.
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